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BROAPT: A SYSTEM FOR DETECTING APT ATTACKS
IN REAL-TIME

ABSTRACT

Cybersecurity has long been a significant subject under discussion. With rapid evolution of
new cyber attack methods, the threat of Internet is becoming more and more intense. Advanced
persistent threat (APT) has become a main source of cybersecurity events. It is now even more
important to identify and classify network traffic by direct analysis on the traffic itself in an
accurate and timely manner.

We hereby describe BroAPT system, an APT detection system based on Bro IDS. The system
monitors APT based on comprehensive analysis of the network traffic. It is granted with high
performance and extensibility. It can reassemble then extract files transmitted in the traffic,
analyse and generate log files in real-time; it can also classify extracted files through targeted
malicious file detection configuration; and it detects APT attacks based on analysis of the log files
generated by the system itself.

Although our research on APT detection is quite preceding, the BroAPT system utilised Bro
IDS and works as an APT detection system which is compatible with high-speed network traffic.
The system has been proved in practical scenarios and is the basis of follow-up researches on APT
detection.

Keywords: Bro IDS, APT detection, file extraction, traffic reassembly, security detection
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BroAPT R4 7873 MM 1 Bro NG R G R mPEREIL S, KA 2 #EARRIse L5 200
S PR 0 2% B PCAP SCAFHEAT AL BE, SR E AN IR E A4S fF. T Bro A
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ARGy A E, A I 0 S IR 238 T AR T30 SR ik i e i, BISRECAT
RIFH 7 BONRFIE S 8 S T B A n AT B ILAC . 2RI, Rl R4 B SR R e
TR iy 11 A R S5 M N S R 7 AR MR AIR . XF APT Meaiin &5, A
JAEREGs ERER NI S SR bl i S R o S 1 S S BT %3 = S AT By (ER S
Wl I W AL 2% I BOE — B HRRAIE, BB AT R, XA A A it i 1
LA R A S5 M I S A O AR L TE R

JRE, FETRER ST, 2 APT Rl i) E207 0. RIE 7 RO, #Hxt
APT Jaly (e I 2= 2R 43 g A S A .

(1) FETHLEZE I HE

V22 #4824 2] (machine learning) 575 5URE2>] (deep learning) AR, X
|_J MR ERIMHEAT TIRAWFL) o 41 Thomas Karagiannis %5 A\ ¥ £ H —Fh 7 5

, FLFRE T 0] B A0 TP M hEAE S, B DA E AL AR E AL Matthew
Roughan S NFH alr A8 Y (nearest neighbour) #E4T %%‘é IR HEFT R 732K Yu Gu
&2 NS 78 K572 Centropy maximization method ), 3 e it & 5 ) b7 X 8 IR 4570,
— RTINS (neural networks) T Atiya w}\% th, ML R (sparse-
basis selection) FHIMNFLATI & KA FH 20 A — SR 78N 3R F DU S 2 ) 2%

(Bayesian neural networks) P13 ¢ EHL (Support Vector Machine, SVM) [OIZEH] 25 2%

SIREEAT SRR R AT AL .

(2) FETHERLEE T

AR T I LA 5 ) A B LA, 6 T I s ) ? i APT B
W — KI5, 510 Bilge 55 Nl it K s & 7 Hrks il fE - 25 01; Pavlios Lamprakis 55 A
Bt tH 4515 R B (web request graphs) Fy£E12]; Jasek R.2E ANFE T2 GEXT APT Hiitiidk
ATRLMU3; 1] FireBye A ) 1) Haq T.58 N TX LS X S ARFESE UL EL, DL R A7)
MBSl 7 APT AL IF & U4, i H AT ARSI RS0, W KEES A IULES, FIARS
axdin AR EZR P HEOR, HlanARmH B i H K Bro AR RS0, 1Ak, b H it
FN G T 5T NI R Gel 5 kil 75 22000, AR Brsli il BroAPT R4HD 2K
HTE—T7%.

2.2  Bro NEHMNEZ

NIRFE 248 (Intrusion Detection System, IDS) A& FH K6 WX 28 Hh T 2= 7 & 1 A
N Ol B LM L1 T DMZ Ab, XA W28 Hrod st i AT s . AR AR
SRR 7 58 EEA LU A
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(1) T U A e

X i R B AT ULAC . VERC I 7 x0E W R B S 2T B4, SR TR
75 R0 RS EWERRBCT H R ERIEE, M ORUE R W AER . SR, X
77 R FARE S, Fln APT Mahiss, R IFAHAE,

(2) T REF IR E AT TR

R R ARz B 7 e @, R HNLIAEY ) (machine learning) 537, 14
BAEAT A, WIPEmE R AT S T thEs, AR BAAE R EAT N. SR,
M7 AAFAE IR (false positive) 1A, I A0A RN B IEHAT N AT RERE RGN E N7
1T H-

H A% WA NARAG I R 406 Snort. OSSEC. Suricata 25, HH, Snort B4 NE R &
SZA NI £4¢ (Intrusion Prevention System, IPS) HITZhEE, LI T XF IP PR A SER IR
A H &R OSSEC 22T EHM AR R85, HEZELXN T RAKHES
Mr SEREMER A . Windows VEMHR WA rootkit b Al 58], Suricata M2 HH RS B
242344 (Open Information Security Foundation, OISF) F /& I NAZ A K B8 & 5t
HINgERONTEE, 5 Snort FAFRAFI, XL NAZ KT R Gu Al 8 T Sebrii &,  JF 1 H iR
EHARAR, RIHGHAZEAF A RA R ER (packet).

Bro 2 H1 2 B 5 AR 22T K I — AN TN IR R R eSS, Il &N
Zeek!SI201 | FAEEF FIRFABNAZ KN R SE, Bro & — NETMEHEL (event) FD R
45, HXHmEAP I A RBANZER (connection) 21 . pb4h, BT &I EH5E& M, Bro
MEZLE H T R M FI AL, s, T, FFREm /e — e FEfE HCEr XT
Bro HEZEA & (1) Kt .

% 2-1 Bro 5 Snort ThEexfH

FEAIE Bro Snort
R H ¥

Al 40 1t Lig= — &

F I B A R L3 — &

F P LB BN BR
EIEALBCE ¥ H

B A b A7

AL E =R S fid] HR.

Bl R HEAR M K UNIX R4t PG 3 HF

2% B4 /2 Bro (ZEAMER, Bro # AW PR B EUE I IE I Gy — RV M2
I AL R %L (event handler) XFIXEEHAFFEATWIN, W PRIREEL . P ERHILE
H KRR S AR, DLSGE syslog PRSI SEN B H B@EEIAIRE . AP, Bro £E
Hvih EEVEE TR M TR . Bro BENVERE T @ K425 I (monitoring),
AR BT X P ) 5 4 LA AN B 7% (blocking) 191

Bro [JHRE 7 I8 H N — DM XKL PR, BIRISCAL, Xtz AL I8 1) R 4 0 S AT
SIS ST AN o [R]R, Bro @I PR AIR NN A SRR, G 1 i T AL PGS S T 2
M libpcap W EGIAAE . Wit B, Bro /& B &Gl 1, FHmT i 2% i sk prid it
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P ESATRI, FFent i H S REHATICRARE . /228 F, Bro MSEILALHIA]
FEE Cpolicy) AHH.Z» &S, wldid 4 S AR S i BEAMPEA ) IS DB & . k4, Bro £
WATBE T | S avE, B 7 W SYN b sl . HWIFFERAYE 4 /IR 55 Biihi (Denial of

Service, DoS) F5XT F 4t i il 25U R 150 o

2.2.1 ARBLEH

Bro NG R4 F 25 AN MRS Z—— M HFZ (event engine), 1R 4H 1M %%
T WAL A S E R N F44, G TCP %4 (connection) 1 UDP #(dEiR (flow) %§; JHIA
iR #% (policy script interpreter), FTENTFIZATH P 9n5 . SEHLE 4L S I 77 Z 1 Bro
A . ARG 2-1 Flo

Real-time notification

fPolicy script Record to disk
A4

Policy Script Interpreter

‘Event control  |Event stream
v

‘tcpdump filter |Filtered packet steam

libpcap
Packet steam

Network

Bro/Zeek IDS Structure

& 2-1 Bro N2 R Gi4EH

(1) libpcap W%

Bro MR 2406 1ibpeap “ AWK, MIMTETHHEIKE (RIEERE) Bl M
LR BRI T libpcap BEAME, 4315 Bro Rl A4 T A [F H) UNIX/Linux £
e, FFAEFRM VIR, 8T 1ibpcap M OSSR E AT S O RECEDnIE . dkAh,
Hl libpcap 15 PCAP CAFRITIRE, Bro IR SEBLES IR M. 5 HIALEE 5 0 ) Dh e -

W, BRIAERE AR OEAT, TR A SR B AE ) P Sl T /R
FAAMENZRRELIE TR, W iptables K& BPF %%, WIRT{EAAZH BB ET S
BRI, REENECR, BRI, [FR, BTRD T RGP E, R
KA b, ke 7 W EEMERK A,
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Bro i@t TCP WG HH) SYN ([FIZBEHIA). FIN (ARSI AN RST (HE
HIALD FRICFE B TCP %H:, UL TCP &85 UDP ¥ ity B it (X 4 S5 A4t 47 A2 il A
H, A, £ libpcap HIEOH, FHRE snaplen, BIMRERV &AM 24 FT T K
fE. BT Bro TR Z AL TERE N 48 R B, PR LAE SEIW H Bro g H i BN e B i =

(2) MFM)=

£ 1ibpcap WAZ 58O it & AR G MU AL BEARHT 5, Bro 41X Lo B 4fn % 12 25 1 2%
FE . WA R S s ) 58 B KRB (checksum) BEATRL AL, A0SR
R, PR HIF IR . BES, Bro M iR4E HAL = W UH#AT /0.

XF T TCP i, Bro BN EEKAIABATIA; b5 HRYE IR 1P kb 1 5 5
f TP Mokl [, KU E DL TCP 3B N AL B TS HR4E SYN/FIN/RST #2HIA0IRES, 5
B ROEZRPIRAS, WERAE R (connection attempt). I
(connection established). &4 (connection rejected) MIERMIIT

(connection finished) %¥; /5, Bro B EMHIEIREFHIMSE (data
acknowledgement), FfAERXT NI EAE (event) DAAGEEEHE CLH AT (payload).

X1 UDP (User Datagram Protocol, F P E#EHICHMLD V&, Bro ¥iR4EILIE 1P
bk & H R TP Hahib o 1, KRR LD UDP Bl i SR 7 85 Bl e AR JLam A5 7 1 A
UDP i3k (udp request) Al UDP Wi (udp reply) Hfh, FFA RO $HA4F LA
P B0, B

(3) FHIA R A

LM EE TR EA AL S, AR RIS FE . R F R s
FAAE—> FIFO BASIH, FER L ZIHEATAL R, X Se AR B S8 5 5, Bro M HIBINZZ,
BN T —MRER, #7T FRAEE .

Bro A S5 b2 B T AR IREN ) e P AR S . P AREE g S IA,  E SO A
PGSty o= W i N S T B DO N S /100 VAR S D=3/ SIS 1 /N Y 1% N R
% Bro tHEG RS, WARBIFTA SO MDS M, RGN L) H &S
files.log W

event file new(f: fa_file)
{
Files::add_analyzer(f, Files::ANALYZER_MD5);

1
2
3
4 }
2.2.2 R
Bro MR RGR A TR . XEHTHER] 7SR AN — M HE 14
HEpR%L (event handler) QI —/NERFE, W] R 4 T B AR AL B 0Kl 2 W) (1) B U8 55 4+ 55 1)
. SR, fERFIEAIFGEITHT, HKGEIF Bro IAHKIEA (hostname) HE, K
S IERI T, EE DNS A i 159 35X LI 4% 5 5 proet M) 1P ik

HT RGP A T KRERTIR S, W1 TCP EHER I THIT 38555, 25 FE B3 N A B
YERS[R) R 2 FE#R A2 O (Log (N) ) FIHALSC 2 HE (single priority heap), 7EJGEREER LI
HRERIIRZE, HItEH 7 HIIBAS (calendar queue) PILLSZILXTTHAS 2SAOE L, [FIA,
T TFR S A A S, UARGEM AR, FILRGON T R#83d, s 7t
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I 28 B I A R R ks R, B —— PR A A BRI TN BRI B 24 R G5 S RN A B s
&, MARSENFRE T —REaRA.

1t Bro A AL |-, Bro NMRAELM RS RKEL 7 24 Python 1 5 IALEE 7 % % Bro
FELAS 2 136 A R AEEM (Abstract Syntax Tree, AST), MIMEHATHZFEHH . BT 11
WEZTHMICRINATLE, AR SEM SOAEEW 2 48, A — 4 T4 179l 14
1T

i FSCATIA, Bro NMRAGIN ARG K T Libpcap fEANRGENZ, R H BRSNS M 4%
T SEI BT RIS A1, 38 PN U 245 2 PCAP SCHFIEAT “BSZR” 4. [RIRT,
T Bro WHE RS, H Pkl xmE R Rt — 20 b finkb 2,

2.2.3 BroH{AES

i ESCATIR, Bro MRS R G E R TS HME (event) ISP RS, Bro il
libpcap WAZTEBT BRIV MENT G, KRG 2 BOR Ao — RPN F4E, I
fEih BN ZEHAFE T, H Bro A & U EBE K 2L (event handler) XX S8 g AR AT
M S

% 2-2 Bro &5 HHE KR

eyt it

bool AR
count/int/double g
time/interval N [F] S 1Y
string FIE
pattern IEMZ A5
port/addr/subnet W 2% 2R 7Y
enum it
table/set/vector/record et
function/event/hook A HAT PR
file X R

Bro AL BT b2 B T HAIREN ) b TG S o Bro 16 S RFFARINES, HE

T ZMAFEREE, WMFERPR. Hf, A=MAHAT (executable) HJRREEA, BIZ
PERREL, ST pR HONTE 17 bR L

MR, B function E X FEH, Y Python A FAMRAEE S HHIRERAL, XY
— BN S, DMEFRER TR . FREL B event B XFH, N BroiE s
HJE T IR 2% AR IR M, XS TR I 28 A 1R i 8 —— 4 e — R % A AR
Bro R4S EH A TG 512 908 1SR E—— ik, FHR e P
PATHI R, 1B BREL B hook B HH, AIHICA—MUEIERE (syntactic sugar) ——Xf
Tl =R, vE XZAARIRIE IR R, 1K L8 R ErE B R 1 4 [P AT, (H s
HAF =R, break iBARHIRH, WX LKA IR HAT, FHREHAT R (/R
F)y RZ, HFTAREIIEFRE, WHEREPHATHRY) (GH/RME ) —FEE R, ST
DIPEI S50 e A X S i 3, IR AT 0L, W — AN R 2L break G H) 5 iR
e, MR PG, FRRFEHAT R R, REFATED.
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2.2.4 HHEZRG:
Bro )\&#MJ%?}EE’J%%% AT @ s e T HH E RS SR . Bro HERS
TEXT LS B AT AT A AT, AR M H E S0, B E SRR FR:

+ 2-3 HHIM Bro H&EUE

H&E iR

conn.log TCP/UDP/ICMP ¥z i 5%

dns.log DNS & ifjidsx

ftp.log FTP &EHid 5%

http.log HTTP i K500 B il 5%

files.log A TR SR

pe.log Windows B] #4734 PE (Portable Executable) 3%

£ Bro £t , XL HEWIEL Bro A HSLHUH R AME X, IEW] H € L H EX
o FESEDYE A, Ronf HRdE AT PR 4

2.3 HXERNA

2.3.1 TCPiEmHEA

TCP/IP #pi¥j% (Internet Protocol Suite, IPS) J& 4R BRI P 4805 B AR,  daE
BE WEEE . AR N BN . AT 5250 TN JE o A i 8 s Ao,
W FTP ¥4, HTTP ¥l 5 SMTP Whi &5 N H R M sc e . 3845 A% 4 B A Ao f,
FW ARG S — @ R AT AR . SR, BT B E R E OOV TR,
WAEAE SR B R 2 WA I, F S AEAE 424 TCP sl oy N BOHAT 15 i o

TCP 73 B, RIBNHZEHIEAS B, BEAR a2 H 8N SEER KR
FH RSB/ (Maximum Segmentation Size, MSS) B, A TCP £L7EM 2% 2 KK
KT R4S 6 (Maximum Transmission Unit, MTU) #% IP B4 A, 7EEBE AL A0 KI5
Ui, TCP 24 EAB/NIE X B, DU LR A8 A2 T 2 b IR &5 . [RINE, 72
B o, TCP sl HEARE, [F2FMGHKINHEZEEEE, X —d B gdr N TCP
HA,

£ RFC791[24]EIj IR 7 IP W i S AR L. o s A DUR TP Mk, 3w 1
S H @) IP itk o 1 PY e AE A Rl — R UG EARE L AR IR AL (identifier), BlJEH TP PR3k
?E*E’Jﬁi*ﬁﬁﬁﬁl Wik T A, did OBl R R (fragment received bit table) ic
SKEAREAIE, REAAREGEAIHIEE. e RFC815IH, NIFRH T =5 iR &

(hole descriptor list), T B A BRI SR LU R R, DAghAT 2% T i 2t

(EACERIE

R R, LR TCP Wl A n&itg, ABiH Wit 7 —F TCP s B A 1A
o PSRRI
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% 2-4 TCP BB R4

0 1 2 3
01234567890 1 2 3 45 67890123450678901
Source Port ‘ Destination Port

Sequence Number

Acknowledgement Number

Data U|lA|P|R|S|F |

Offset Reserved RIC|S|S|Y|I Window

G|K|H|T|N|N

Checksum Urgent Pointer
Options ‘ Padding
Payload (Application Layer)

&K 2-5 HEPHERABIAREEX
ES 5E X
DSN R Fro) s
ACK N5
SYN Al AR IR AL
FIN SEAbRIRAL
RST HERRAL
BUFID AR
HDL TR TR
ISN VIS
src Y5 1P ik
dst H 1) 1P sk
srcport V& TCP ¥
dstport H # TCP % 1

% 2-6 TCP MEBEHARE (AE)
1 | Do {
2 BUFID <- src|dst|srcport|dstport|ACK;
3 IF (SYN is set) {
4 IF (buffer with BUFID is allocated) {
5 flush all reassembly for this BUFID;
6 submit datagram to next step;
7 }
8 }
9
10 IF (no buffer with BUFID is allocated) {
11 allocate reassembly resources with BUFID;
12 ISN <- DSN;
13 put data from fragment into data buffer with BUFID
[from octet fragment.first to octet fragment.last];

10 7 k57 W
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14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47

update HDL;

IF (FIN is set or RST is set) {
submit datagram to next step;
free all reassembly resources for this BUFID;
BREAK.

}

} give up until (next fragment);

update HDL: {
DO {
select the next hole descriptor from HDL;

IF (fragment.first >= hole.first) CONTINUE.
IF (fragment.last <= hole.first) CONTINUE.

delete the current entry from HDL;

IF (fragment.first >= hole.first) {
create new entry "new_hole" in HDL;
new_hole.first <- hole.first;
new_hole.last <- fragment.first - 1;
BREAK.

IF (fragment.last <= hole.last) {
create new entry "new_hole" in HDL;
new_hole.first <- fragment.last + 1;
new_hole.last <- hole.last;

BREAK.

}
} give up until (no entry from HDL)

2.3.2 MIME 274
% Hi& B M HR-#0 . (Miltipurpose Internet Mail Extensions, MIME) [ & F T 75 H

TR A o F AR A e AR — iR Ak X, e SRR R A . Fodr, Sk
1) “Content-Type” FE, il 17 EIARRIBARSEAL, TREDEHEAS . RTIR Se g RS AY
(media type) 7E B, J72 H T A% ORI BRI% 0, 40 HTTP 0. SMTP
R SIP Wiris AR ST BL, BRI XA RO MIME 2838,

=
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MIME Z884 tH 7 . BEAREAY (type) FIF2RA (subtype). A R ATIE K
K, JaEZORHEMER, bRtk Xy
type / subtype
PLHTML SCHA51, H MIME 2RBIRR text /html; 1fi PDF 4 MIME 22400y
application/pdf.
HAEr, EHPN S5 ECS (Internet Assigned Numbers Authority, IANA) H, &1
ANMBRETIGEMN, 2945 2071 TUASIA] () MIME 2881081

£ 2-7 TOFE IANA M B4R A

GAR R ik fREE MIME 274 RS2
application M SRy application/zip ZIP JE 46 344
audio A audio/mp4 MP4 & 45 AF
font FARAY font/otf OpenType FAR L
example FEA7

image B SR image/jpeg JPEG W& Jy
message HENEE message/rfc822 T 815
model ZHEE R model/vrml VRML A
multipart VRE KA multipart/encrypted JNE(EE
text ARG text/x-python Python A
video AR AT AY video/x-matroska MKV #8450 44

£ UNIX/Linux #:/E R4iH, AT TR file &% FRSCHRBEN T H., HIET
X libmagic B8 FERE R, X & FhOCAER MIME S8 BRI A 2240 1E (signature Y magic
number) BEAT T EEBRIOCIHE, AT SLHILIE T SO A I SO 2R BRI . Bro ARSI &R 4t
FRISCAF AR R ] T Libmagic ##iEE, JRAEHIEAN BT T AMEEL, DLERL M
28 v SRR 2 A

EATTH A, BroAPT RGN W4 & AR5 SCfF, DL MIME RACR AL, 3475
XPPERIRT I . — 7T, FRGUEE G 16 BT A SR A R ) S AT R, X RR B 4R
ARSI g AE SEBR N H A I AE A SR A ERAR S — 5T, I EE S, RIS
6] MIME 2874 {1 SR AN R A 7 30, RIRT B AT e R R, 8 s I v 26 1 [ BT
W2 T BroAPT RG] 4 e AT &

2.3.3 YAMLiEH
YAML iEE®), 28N “YAML Ain't Markup Language”, & —Fh ]2 (5 7511k
(data-serialization) 155 . HH TECE S, TN R P A H T 08 2o At
1555, BroAPT REKH T YAML B 5 9’5 RS M E SCF.

YAML &5 40 5 B E S, fE—EfRE L8R XML, R8RS brdEim Hbs
1CiE S (Standard Generalized Markup Language, SGML) HJRIVEHAFE . £ YAML &
FH, HATH T Python WS ) A& 4 it Ron 48 )22, IFAE YAML 1.2 hfdi A (1 £R71
L. (Y RRFHDLSLIN JSON VAR A

=
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2.4 KRB

AFE G S U ET APT R SR AT 7 B2, I T L 5 ) EE R & 4R
G B AT B SR AT T, JERTERER TARTUE IR T % BEE, AR
SCHHE A Bro NMERI RS #AT TVEARER, N T ARSI 22 se e &, I
Xf Bro JHIATE 5 MEVERE AT T 2GR IR, [FR A48T Bro HERSG L HHMH
B

IbAk, AR B S A E A B B SR T T A E——TCP iE HA L, U
MIME 257, DLR - FRCE SO YAML B 5. £ F &, AR SCEXHE BT SZHL
BroAPT RGu{E 1T AISE I L AT I ZEAN4H.

%13 T3t 57
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145

BZEFE RZRIHERR

ATH LT BroAPT £4i. BroAPT &—/NET Bro ) APT Wil 548, EAE AN
BEAIRI R EME . N T IEX—H ), BroAPT R4t T Bro N4 £ 2t i)

RETLH, K ZHEARRI 7 SO HTE ) PCAP SCAFHEAT AL BE,  JESE IR & LA St [H]

I,

BroAPT RALLIEATHS, SR H & LA KA, 7% BroAPT R4 EAH Thhg

AT¥RE, AR RE B Y H SR B AR E IR EAT OSSR SRIUS B SO AT AR

It

BroAPT ZHGUiA vl i B 3CfF, B A F Ry g AR Iy sQelidRtidt,  DAARBEAS [F) R

fSCfE. LU, KX BroAPT R 4EHI BT A SR HEAT (] A4

3.1

RGIRA

BroAPT RGAER I E4kAK [ Bro NMZ ML R GEHI skt S AT et JFilid Python

X HHEAT T HE— B AN A . A0 T B PSR 2 B ——BroAPT-Core, #HUfSE

e

WiT S Bro A, 24T Bro iHUALEE PCAP SCAF, FEHEHCA I BT AL i SO

BroAPT-App, frillfisi: e FH & S APLBCE SCIF, 0 ReE 8L (K SCAF AT RS 58 B
WerS, FHFEPRPREST. RGEMIIE 3-1 FirR.

Host Machine

Configure

Entry Point BroAPT-Daemon
Control
(RESTFful API Server)

BroAPT-Core BroAPT-App

Extracted Files
MIME Type Info

(Extraction Framework) (Detection Framework)

Docker Compose

|
|
|
|
|
|
Generate |

Python Hooks Bro Scripts API

(Log Analysis) (Site Functions) Config

Final Report

User-Defined Extensions

BroAPT Framework
& 3-1 BroAPT R%i42H

o140 k57 W
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WA BIT IR IANE, TTERARG S A= NEHZET. RIKZEERGFTEITE FEL,
FAE AW I SER P I 724 PCAP SCAF; " EJZ /& Docker 4500, RGO, B
FEWCRA A I R HZ AT, SR = 2NN RGN E MM E, P AT AR Se bR 75 R 34T
WE,

BroAPT 2 HIIZATIAEU T -

(1) @it m447# 0 (command line interface, CLI), ACE BroAPT-Daemon R4tk 55
MR (service) FH¥HJEBN, [FIBIFUGIZ1T Docker B a8 H 1 RS OB . CLI 1125151
RUF:

1 usage: broapt-appd [-t HOST] [-p PORT] [-c DOCKER_COMPOSE ]

2 -d DUMP_PATH -1 LOGS_PATH -r API_ROOT

3 -a API_LOGS [-i INTERVAL] [-m MAX_RETRY]

4

5 BroAPT-App Daemon

6

7 optional arguments:

8 -h, --help show this help message and exit

9 -v, --version show program's version number and exit

10 | server arguments:
11 -t HOST, --host HOST the hostname to listen on
12 -p PORT, --port PORT the port of the webserver

13 | compose arguments:
-c DOCKER_COMPOSE, --docker-compose DOCKER_COMPOSE

14 path to BroAPT-App docker-compose.yml
15 -d DUMP_PATH, --dump-path DUMP_PATH

16 path to extracted files
17 -1 LOGS_PATH, --logs-path LOGS_PATH

18 path to log files

19

20 | API arguments:

21 -r API_ROOT, --api-root API_ROOT

22 path to detection APIs
23 -a API_LOGS, --api-logs API_LOGS

24 path to API runtime logs
25

26 | runtime arguments:

27 -i INTERVAL, --interval INTERVAL

28 sleep interval

29 -m MAX_RETRY, --max-retry MAX_RETRY

30 command retry

15 7 4t 57 |
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o, BRGHEREERE I, B2 240 Docker 55145 5h, BT HP RS 0EE, [
JEHENFEIEA (mainloop), 515K H Docker 5214 KRG IMIE R 7ERSGHFLE B, KB
H EIEF AT AL O

(2) BroAPT-Core $ U LLTE EHIINEL) PCAP it & SCAE NN, 8T Bro A
BEATACEE, PRECH R E AR SO, FIRAE R Bro HAESCH. ShAt, AEiE o ek 5
XTI H B AR AT, BRI R HE.

(3) BroAPT-App Fr I BLH U ZREL A I & P B ) SO, AR IX 8 SR MIME 2878
H8, DL APTBCE U R E, X SO T e A, AR el A BRI H &
ARG, BEiHARYEI APIECE, 7E Docker 2588 His ATl dn 4, BRI AR 55 3EFE K 1% 15
K, TETE EWPATHR AT 4, Wi A HAh Docker S48 B AT EFINLEE o

WL BroAPT R4l H EM ARG H &, 40 Bro H BN @153 47 bk %4
€ OFAE I HESE, A S AR, ) AR LA A 2 SRS
BEAT 234, AT ARG IR 2 P A R R

3.2 A%

BroAPT R4t KH 1 232 (multiprocessing) # it HT R%f#H Python 15 5 #HT5L
L, 1M Python fJ LI CPython H T GIL (Global Interpreter Lock, 4= & fifFe a5 £ FE
B FRBY, HZLFRE (multithreading) SEBR B&A AT, BIFR—WZIZREZH -1 &R
1T, WMIEERRE R HER: 3 H BroAPT R4, #EFE ] A8 (5 AR H TR KT
B, X RGEEARISATIR A O] 2R AT, BRI BroAPT 24K T 2RI T £

7E BroAPT RAZEHIZ R, 24 =4, A 3-2 for.

4G, f£ BroAPT-Core fREUSERH, RGN M RNMLZE PCAP A
TR fERE TR, Bro A HAER) Bro A, 5 RGH ISR URIA —
i, AEFEAHT PCAP XXM, 132 &E AL 5 S A Bro HE

SENT PCAP SCAF[) Bro Wb i fa, R FEIEINS (queue), M7 —HFHFER
AR Bro HEGR . XM EZ AT Bro HEM#E— B2, P A
90’5 HTEREL (hook), FFIFIX LR 7N v EM 2 Python #EFEH . BlJE, U RFHEIE
—% Bro HEEE, HEH ATk d— 7, X3 i 58 o Bro
HER#E— 2 At 3.

[FEE, XM E RIS RIS, Rgvkdid 7 —FE2EEAS, s = 22 5
SCHFRIAROAE B, S B AN MIME 28046 . 1X—ZHiEFE A2 BroAPT-App Harill )
sy e RAH A MRS BN SO — A TR XSS M APL FEE S
e, ARFEARERTN SO MIME 2828, #3800 B AT I BC B, P AT IC B A Akl i A
AR R SO A H 7

#% 18] BroAPT RA ML O IRELZIZATIE Docker 2588 1, FHHATHIRA BT, 28
MM, 7E BroAPT-App faillfite s, APIFCE vl RefliH 2 1 7 2 BRI AT 55
4, WA 57— Docker BEEFATHII, FIt RS 1311 T BroAPT-Daemon R 4tk 55 1 F2
X RS AR AE S ENL B LS BRRIZAT, it REST AP1 5 RGiZ Lsidk, Bl
BroAPT-App fril#iE, HEATIEAE, MMM FHL EBATRIFRR , FFA4E el sl

H&.

=
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Process A
BroAPT-Daemon Remote Detection
(per request)
L [emetoner [Rerpomse e sarve
BroAPT-App Malware Detection

(per file)

BroAPT-Core Log Analysis
(Log Analysis) (per hook)

s emseen.eeed.

.
'
dessssnssna,
.
.
.
BroAPT-Core Bro Processing -
(Bro Processing) (per PCAP) '
:
.
L R
.
A A A >
Read PCAP Files Logs Detection Detection Time
Extracted G ated Requested Response
(Optional) (Optional)

BroAPT Multiprocessing Framework

& 3-2 BroAPT #8284

TEREREME |, BroAPT R4 70 FIH T Bro NZAGI £ Gt AT 4 P ——HATH I
6] Bro JIA,  [EIRFINEH P X RE k£ Csite function); FF7E BroAPT-Core $ig JUfR
Jerbr, SIAIHrekE, XF Bro ARl H B SCIFEAT B € UM Ak . ti4b, £ BroAPT-
App BB, KRG AP ECE SO, AR XA [F] MIME 2884 S Al 7y

7%0

40 ESCPTA, BroAPT R4i45 6 1 Bro NZASI ARG H SRS, SK8l 17X HERE
2eortr, DAE R P sSeititt— 20 i o Hr AR EE

3.3 KB

AEH NN T BroAPT RGHIEMIEIT, HAZ LBt BroAPT-Core SEHUBHL 5
BroAPT-App Rl ARERZH AL, 1% O AERAE Docker 2 #%HHi21T; LA BroAPT-Daemon i 45
BEFE, HAE REST AP RS #34E 16 ML 1igfT. BJG, /M4 T BroAPT RAMIEITEH
5.

KREEIEXT BroAPT RAMEARSZIHAT T H4INH. RERH T 28R s =,
AR S IHATZ 8 E K 3-2 Fon. BRAh, REEXS RG] AT TR B
&, /4T BroAPT-Daemon 55 AR HSCILE 5. ESEIUE S, ASCHXT BroAPT R4
O i — BroAPT-Core HE HUBLERAE VELH A1 o

=
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EME ET Bro WXHEREISHES

4.1 BroAPT-Core IZHNfRIR

ATH BT et 1) BroAPT &40 —1N3&T Bro 19 APT B 25, Z#4i4% 0 BroAPT-
Core FEHUBELFT BroAPT-App ArllAEAg . For, BroAPT-Core $HUHE T Bro A7
Tl 248, &HF TR E PCAP SCAF#AT /- B AAC Y, A il H ZE ISR B T 2 AR 4
I SCA

4.1.1  FREERZENR) 52
BroAPT-Core $#2HUBELZ BroAPT RGO —, FEIIFENEET Bro MRS
ARG SR H B0 M. B KSR 0 =N B, i 4-1 Fios.

Bro

Scripts

Site Functions

PCAP Check Post-Processing

(Cross-Analysis)

Bro Analysis

(Extract files & Generate logs)

(Validate tcpdump file)

Connection Further info

information of

File MIME Type

Extract by extracted files

App-Layer Protocol

Timestamp
Source
Destination
MIME type

analysed by
Python Hooks

HTTP Connection
SMTP / Phishing

Hash value

b ¢ Site Functions from Bro Scripts

« .«

¢ a8

. i .
B R s
! .

S— ‘ .............. * ............ ‘

Standard

BroAPT
Logs

Extracted
Files Bro Logs

BroAPT-Core Extraction Framework

& 4-1 BroAPT-Core $REUE S 424y

B, BLERHA A JRREAT I8, SR R AL B X 2% i PCAP SCPF,  BIGET A (1
PCAP 3Cft. fEHONEE—A PCAP U QI — AT bRE, W1 bSOk, fE7atfer, itk
INE N E SO SRIBUAIAS, DAL L7 9 5 B Bro DhRESR R IIA, A1 Bro NMRAGIN R 5
Xt PCAP SCAFEAT /0 AHALEE, 15 2 L& ih SRl SR, 5 Bro HAS R 404 i H &
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Ao BlE, LR A B A 0 B BN H S SCPREAT AT, AR AR BRSSP R RS
B G AT H &

4.1.2 Bro HH{F5 4k

£ BroAPT-Core #EHUSHH, WEK SR A E LM I 7 file sniff H
o B4 Bro R FHAFALEE R E R K IER B SIS, Bro RGN AEL file new H
. BI4RMZHSCIE. BEfS, Bro RAiMR4E default file bof buffer size WEW
BRIGATRAN, SR MIME RBEATREI, FFAERK file sniff S, RIIRERE|E
PR SO i £i1e sniff FHF, WLAIRAS HH Bro RS BB BRI ) MIME
KA, T AT PASEELAE T MIME 287 ) SC A4 AR EY

F 2| BroAPT RGNS 5t, A T BESEHUM iR & AR r g S, 1A &
BN E I S R BURE 2 1 N 28 WM AGEEA T R X, Rl BroAPT-Core $HUSEHRAE 4 & 1)
SO FREUEIA b T 1B 1R B (hook). IXESpREAERIHF DLIE R (predication) FJTE
AN, 7 NHEHL (extract) F1ZHE C(ignore) WiFh. 44 I S, FREGE W T4 Wik 2 1
SO RS TR BERRAN, 11 2 W 1 1R U R T 2 R 15 AR S R S A AT AR B

BEHAEAE I, A A 515 B R B U SO R B DL R SR A, FFAR OGS B
MIHEHCE 1 R K. FEISATIN, Bro RGUHHARHEIX LUIH 1] s E, R HUN 255 & X R MIME
KA SCAT, BRSBTS o BN, 0 U ] R ORT i B 25 I A
MM ETH PDF A%

1 | hook extract(f: fa_file, meta: fa_metadata)

2 {

3 if ( meta?$mime_type and meta$mime_type == "application/pdf" )
4 break;

5 }

40T BRAE i) R U T S BT AT th HTTP Bl sl A it SO

1 | hook extract(f: fa_file, meta: fa_metadata)
2 {

3 if ( f$source == "HTTP" )

4 break;

5 ¥

4.1.3 Bro HELHHT

7t BroAPT R&4iH, 2T pandas AR 24T ESZHL 75 Bro HESCAFRIfENTEE D, @
TH K%L, BroAPT-Core fEHTALERTE Bro R4 5C XS W45 & PCAP ST IR fg AT AT b 22
Ja, XF Bro RGAERM HESATH— 22808, #la, @4 conn.log Ml files.log
MRS o, B AR R T SRR G S, ik imz e E B I . RS H 1.
SCAE MIME 28 8URIPE A (hash) {H5%, W NRPUR.

=
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% 4-1 BroAPT RGAERKRBOUHE B HE

FE Bro XA iR

timestamp float 5% CI) TCP/UDP/ICMP 342 (1 1 ] K

log uuid string Bro H &) UUID

log path string Bro HEEIIAEXT#84%2 (FE Docker 5 %% A
log_name string Bro H BRI #E CHXTT R4 HE KD
dump_path string 4% #8152 (FF Docker a8 W)

local name string POCHFRIARXS B8 AT R T RGBS AT
source_name string BOCHE R E T R AR S AR CanD

hosts vector FZSAF I ENL A RR CR& 5 Baem)

text vector iz ER: RS H R 1P Mk Al D
bro_mime_type string Bro S BB BN 45 2 () MIME 287

real mime type string BroAPT £%iHH 1ibmagic Kill#33 1 MIME 255!
hash table ZOCAFIME A {H (BLHE MDS. SHAL #1 SHA256)

4.2  RRARELLT

UIHTSCHr SRR, BroAPT R 4i2 — N HARGRA LR APT Kl R 5t. HAn Rk
— 7RI T Bro NMRAI ARS8, 55— T WK T R G LR P 28k it . BLF,
Ki %t BroAPT-Core $ UL A (1 FEME e TH AR PR LR 2

4.2.1 B E MO

HF BroAPT RS O EEIE 2 E Docker 2588 11847, At BroAPT-Core 2 HURLER
KA TR ENEER M. WA R, TR ERRN H SRR, ORI, X
PFREL MIME R 5 44 SORE R 44 B4, R 3R FTR .

% 4-2 BroAPT-Core 2B N BT EE

3¢ ik

BROAPT CPU RYi Bro ALHIFATHEREHL
BROAPT INTERVAL BEHE AT ) 403 8

BROAPT DUMP_ PATH AR AR

BROAPT PCAP PATH 44 37 F: PCAP SR G2
BROAPT LOGS PATH R HERE

BROAPT MIME MODE FEHCCAEUL MIME 884 52k
BROAPT JSON_MODE Bro #%t LA JSON #:UAE fiH &
BROAPT BARE_MODE LUK i i2 4T Bro R4t
BROAPT NO_CHKSUM Bro ZZEia AT N A & e 6 Al
BROAPT HASH MD5 THESEBOCC A MDS5 18
BROAPT HASH SHA1 THEARBOCM ) SHAL E
BROAPT HASH SHA256 THESRBUOCA Y SHA256 fH
BROAPT X509 MODE £ Bro HEHIIA X509 iEH515 &
BROAPT ENTROPY MODE £ Bro HEFIIA AR EE B
BROAPT TLOAD MIME SCAFFREEUR R MIME 267 (5 44 %
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B3k 4-2
A filiik
BROAPT LOAD_PROTOCOL S PRI A i b 9 44 B
BROAPT FILE BUFFER Bro S M e A 5247 K/
BROAPT SIZE LIMIT Bro S/ A A H B HOR /S BR 1
BROAPT HOOK_CPU ARG H BT IFAT R

Hrf, BROAPT LOAD MIME Ml BROAPT LOAD PROTOCOL MIRAF &/ LIE S
GBS G) SRRIFRE, fln:

BROAPT_LOAD_MIME="\
application/vnd.microsoft.portable-executable; \
application/pdf; \
application/vnd.android.package-archive \

g s w N

KIRZGHIEM application/vnd.microsoft.portable-executable.
application/pdf fll application/vnd.android.package-archive = MIME
KRS @A, RIE Windows FI #4730/ PE. PDF SC/FAI Android I STfF
APK. BEHRSARYEEATIIME, 7EA E Bro A A Az Bt N2 I SE HUE R ek 2, a0 B SRR
1M /£ BroAPT-Core $&HUBEL 1) Python ARG, BIHUASLAE 7 X Bro H & SCAFRIARHT R
# logparser.parse, FM—LET HRE, WA HEMNTEE —FBEH T
(None) WIRIEK%L utils.is nan, UAKEBERFE, WRGHEHRG
const.LOGS PATH %. X T HEMMT KL logparser.parse, HI(FF ASCH X5
JSON #5230 R AE i) Bro HESCHE, CREAFLA I B, 0 H 2510 A RO o] B A0 SCAF A%
A& PLan T H &S0

#separator \x09

#set_separator ,

t#tempty_ field (empty)

#unset_field -

#path http

#open 2019-05-23-06-33-10

#fields scrip ts wurl dstip src_port method

#types addr time string addr port string
128.3.150.243 1504716966.628123 http://104.16.18.111/redirect
.aspx?1inkID=231078&eid=52837 104.16.18.111 61272 GET

10 | 202.120.15.33  1504716966.722234  http://www.cnki.net
103.227.81.121 50025  GET

11 | 19.19.100.143 1504716966.842344 http://10.23.12.1/upload.html
10.23.12.1 62212 POST

O© 0 J o U b w N

=
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JHit 1logparser.pars EHTR R HEXN REKR (repr) WITF:

1 | TEXTInfo(
2 format="text',
3 path="http"',
4 open=datetime.datetime(2019, 5, 23, 6, 33, 10),
5 close=datetime.datetime(2019, 5, 23, 6, 39, 29),
6 context=
7 dstip method scrip src_port
ts url

8 0 104.16.18.111 GET 128.3.150.243 61272 2017-09-07
00:56:06.628123
http://104.16.18.111/redirect.aspx?1inkID=2310...

9 1 103.227.81.121 GET 202.120.15.33 50025 2017-09-07
00:56:06.722234 http://www.cnki.net

10 | 2 10.23.12.1 POST 19.19.100.143 62212 2017-09-07
00:56:06.842344 http://10.23.12.1/upload.html,

11 exit_with_error=False

12 |)

W HFERN ISON %K, MEIREIFHEXS SN JsoNTInfo SR . He, WM RE
context B #/& pandas.DataFrame $HExt %, UMETHEITHRNEREIZE X 58, W
3R AT conn. log Al files.log RO SRS B 5%

4.2.2 3T Bro MISH{F LB A

£ BroAPT £%if, H /0 HE X Bro {4, BroAPT-Core fEHfTHIRAEIZAT Bro &4t
X4 i PCAP SCAFEATRRATET, B ngkix s i, Mmsftinf@oaotr. fEisirn,
Grox¥F P € U Bro AR A% Ot . 1% BROAPT LOAD MIME MIEARE
B ESCHTIR, WSO SR R

1 /broapt/scripts/

2 | # load FileExtraction module
3 — __load__.bro

4 | # configurations

5 | — config.bro

6 | # MIME-extension mappings
7 — file-extensions.bro

8 | # protocol hooks

9 — hooks/

10 || | # extract DTLS

11 || | extract-dtls.bro

12 || | # extract FTP_DATA
13 | | — extract-ftp.bro

o220 457 W
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14 | # extract HTTP
15 — extract-http.bro
16 | # extract IRC_DATA

|
|
|
17 | | — extract-irc.bro
|
|
|

18 | # extract SMTP
19 L— extract-smtp.bro
20 # core logic

21 | — main.bro

22 # MIME hooks

23 — plugins/

24 | # extract all files

25 — extract-all-files.bro

26 | # extract APK

27 |— extract-application-vnd-android-package-archive.bro

|
|
|
I
|
28 || | # extract PDF
|
|
I
|
|

29 |— extract-application-pdf.bro

30 | # extract PE

31 — extract-application-vnd-microsoft-portable-executable.bro
32 | # extract by BRO_MIME

33 L— extract-white-list.bro

34 # site functions by user

35 | L— sites/

36 | # load site functions
37 — __load__.bro
38 —

Hr, extract-application-vnd-android-package-archive.bro.
extract-application-pdf.bro fll extract-application-vnd-microsoft-
portable-executable.bro /2RI BROAPT LOAD MIME INEGAR B3 0] AE 4R R
B RE; /broapt/scripts/sites/ IR MTE ENLF, B3t Docker & 251
P EE X Bro AR E. H P {E/broapt/scripts/sites/ load .bro ff
H1, A (@load) HIE XK Bro JAIK, {f£RGUSTHE4 AahEIFET. Hil, R4
L GIN T 753K Bro AR, X RGHITIREHAT 70k

(1) & PSR & e O B

7t Bro NIl R, ARERSGWRMHEE, W FTP M4 (command) %
#, HTTP hiXiER 51 (method) 513%%. BroAPT RZuH € E AR, M IANA %L
P TR SREL T A SR E R, AR R E S BT ALY Bro &L, 40 HTTP Pristid >R Sk 7 Be e it

#K HTTP::header names 5.

(2) ic3x HTTP ¥k Sk 7 i) COOKIE B¢
FEEFXT HTTP BRI 40, HTTP 53Kk COOKIE 7B — AN EER R, Mk
AR BB RS SR L, RIS 2 O A G SR AR . BIAS N HTTP 2421
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MEFRIGRER K, B http header Fff, KGR L+HH COOKIE B n |
http.log PIEEXER HTTP: : Info . MIMTE Bro HE RS LM http.log HEXL
e, 54 COOKIE FEHIME B .

(3) W HITP &R L E 2 LB

FRE RFC261613215 RECT7230331f¢) 52 X LA K TANA FEM A RABY, HTTP i 3R Sk /H 5
BOR BB EMMER. HEF, £ HTTP Pr i seBlid iy, WaiREF 5 E 1T E T
B, X BB AR S O T HTTP R M EEE R . FikS E—AHLL, @i
http header HHfF, BIAMIERLHFIRIUE B e LHFB, BIAE B
HTTP: :header names FIRFFMBIFE, FRKHILRE http. log HEFH.

(4) sk HTTP 34z POST 15 3K 124

POST /& HTTP iR 22—, HTIHERS & FAEEEE . RFC2616B27EX HTTP
WEHAT /AT, @R POST f & A& EAR 4T 04, T AR 2 b B
ghA N HTTP i B A 73 2 1) N 38E, A s HTTP A TR AN B0 8. Rltkdn -3¢
fiig, nttp entity data Hff, B HTTP EBH LM PMLE ARG, AL
POST i & AL5 B WA, FHCRAE http. log HE X,

(5) THEE TR SRS A E

FEXPRRE SRS, H & 2 s Al 5 %4 i SRt MOAE A AT UL .
Ut AEXT R R SR REAT 0 A, I file new FFAF, Rl Bro RZFEIE A
RIBUE S, ATEAS Bro RGUE T8 O SR 7 M JE TH LI A, R RAE
files.log H. MM, I/ Al ik HESCHE, 0 R4 3 & Ak B SO FEAT iR
LERA.

(6) Z&F Bro [y SMTP 449 b3 {F 5347
HI T SMTP Vit & H A S K S B B, 01 B B HAS 2 1 SO SR A i s
(phishing) f5&. Bk, XHAERE#ZD BRI SMTP £ 8 A A RO 5. B,
£ BroAPT #4it, 5l T HT Bro KA.

[35]

A. Phishing &

PRSI 7 LA D RE s AR ] K I A R 1 PR A TR A A B A, R T S A
2 P R R 0 PR () S B S5 s T AREHI R R 3 T Mk 22 TR] ) SR SCHT3H BB (Levenshtein
distance) B¢1, AT AT @& 5 A KRB AGR B A . B2, BRI
phishing link.bro H&EXMF, 1csIXeels s i e P& 5 r) URL #5451

B. Phish fEfR""

IZAEHRIET Ho G.8F NKFLE AR 152 B HRAS I A5 UF 1 X 45 424 £ 50 R E 7380, R S
TULUTDhee: AR 3EE URL, 4 H %A smtpurl links.log HEI T f#
F HTTP Vi i iX 2o 4, JHAo Aix Sefb iR Sk s v i, BRI A THIOGR &, Wil
KAE smtp clicked urls.log HEICHEH; MRIERHERE EP R, MARES
FETAFAE S Z ILRCH) SMTP itE, 4 il Bro K407 A% WfE Bk URL H kI
AIBEFARER, WA i BaR URL # iy, IF774 7SO R aiimeE, WA .

¥

S,
/e o

ull
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4.2.3 FETHEWZ Xk

7E BroAPT &4tH, H ) enl | e O HE S BT sfi$L, BroAPT-Core fEHTRLER
TETERL Bro R N4 fi & PCAP SCAFIIARNT IS, K5 X LL 5B ki3, ARt Bro R4t
AR H EMGE— B b, 1EIBITIE, REGEKH P E € LK Python 43 8T B AL &2
SR . SR SR T

1 | /broapt/python/

2 || # setup PYTHONPATH
3 | — _init__.py

4 | # entry point

5 | — _main__.py

6 | # config parser

7 | b— cfgparser.py

8 | # Bro script composer
9 | b— compose.py

10 || # global constants
11 | b— const.py

12 | # Bro log parser

13 | b— logparser.py

14 || # BroAPT-Core logic
15 | b— process.py

16 | # multiprocessing support
17 | — remote.py

18 | # BroAPT-App logic
19 | b— scan.py

20 | | # Python hooks

21 | |— sites

22 | | | # register hooks
23| | b _init__.py

24 || L— ...

25 || # utility functions
26 | L— utils.py

Hr, /broapt/python/sites/3 A2 NTE EHLH, B EN Docker 2545 1 H
FEE X Bro [IA (. H 7 {E/broapt/python/sites/ init .py X, #FHA
(import) H & XI5 HTeR%L, FEAINE HOOK M EXIT FIRH, 7 RGIBITHHE&IZIT .
HOOK # 3, =M HE LT RE, WAER— WL E PCAP SCA b FE 58 il 5 itk
ITIA, X Bro R4 RN H ESCHEAT 204 EXTT FIRA, WX BiR AT e )G
PR, ERMARRH AT, SEROT FR i R ERE R R TAE. BET, Rah sl
AN T MRS, X RGERIDIREEAT TR Hh—408 Esod prde R 3 BOCHE
B T3, X538 files.log Ml conn.log, AU 4-1 A HESTHHIDHT

=
=
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YHTRGH AR F—H oW R http parser.generate FEEMN HTTP Hi&,
Bl nhttp.log HIHT. 45E F3CH AR http. log #ATHH B K Bro A, 7 #HTeA %L
Al RS A N R TR G S, AR H B, U S Bro HE RS, 1%
A, CBEETA ORISR E PCAP XA I HTTP I EFE S, i al H ik —
W KBRS M. AERGIBHET, KGR E http parser.close. ZHREKGIER
A2 HTTP i H B I RGEIR H I 1)

£ 4-3 FHTTP ME A ERHR

FB Eiipa

srcip F 7 T AE % 7 g 1P

ts F P SR IR )8k (=70

url FH P& SR B4 1 7L URL

ref F P& SR FIRYE DU URL (LA base64 Zifid)
ua F P W25 1 User-Agent (LA base64 Zwfid)
dstip F P U 1] (IR 554 1P

cookie F /' Cookie (LA base64 Zwfid)

src_port P 28 P St g

json H % X ¥ header

method HTTP 15K #r4 (method)

body POST iFRAERIIEEE (LA base64 %if)

4.3 AKREBING

A &N BroAPT R4 OE 2 — BroAPT-Core HEEUBLHLH T ¥4I/ 42 . BroAPT-
Core $EEUBLH EZLSLI 72T Bro FISCHHRING HE T,  HAHEEMILTT 50 = AN
Bt WP 4-1 FioR. BhAh, ARFEGHZBHE ST T U, KA AT AT Bro A
(AR Ab 3 5 BT Python 5 (0 H &0 Hr .

[FfF, A FIEXT BroAPT-Core U HR 1 $h e PE BT 7 VE4EA 21 . BB a3
BN RAENBITSECHTREE, BIWEE REIRBCCHR MIME 288, R4021TH 15
ATHEREEAE, AT 5 ANANEH 9% E 1 Bro IASSZILN Bro RS IEATI ThRERIIAIE, I
MR T HH ARG 5 NKI/NSE Bro A ST E M H E SR Mk 8, SEBL Bro
HEMHE X, FHMHET 45 R 5| NI http parser.generate 7 HTEREL

=
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FRE ET API BT

5.1  BroAPT-App #&;M#&E1R

WIRTSCHTR, BroAPT R4t %T Bro i APT Wil 2%, HAZ O EiH i BroAPT-Core
FEHUBLH AN BroAPT-App Rl A A i . Hr, BroAPT-App K illf L+ API it B
f, FEHF T X A SRS B B SO T RGN, AR R R SO I R A

5.1.1 LA 5 s
BroAPT-App fr il 2 BroAPT RS O —, FEIEe AT APLERXS
PG RS R . EHCREOT 4 N =AW 5-1 B

Files

(Extracted) API Config

Input Source

.............................................................................................................

File Check Fetch API API Selected APT Detection

(Extract file information) (MIME type specific APIs) (Execute detection scripts)
.......................................................

Information of MIME specific Environment Scriots E ti
extracted file B API | Preparation Cripss Execulion

Path = Buvircumend * Assign environment variables « Execute detection scripts

MIME type < . Working directory [N il * Change working directory * Execute report generation script
i = { . b0 8 * Expand variables in scripts based on detection result
File UID )0 @l Installation scripts E installati .
P .
Source PCAP = Detection scripts xecute installation scripts
o

Detection
Reports

BroAPT-App Detection Framework

& 5-1 BroAPT-App Rt EEE 1y

WIASAEF =N, BroAPT R4UKH | 2 FEMIZ/T 244K . BroAPT-
Core HEHUBHLE L [F 2P A1) (queue), [1] BroAPT-App il AL 3 HEE OIS S -
I, BB G, SRIGRPCCHFIE R, e ez e i d, H3REsC
fFH) MIME 2874, UID 85 8. BfiJ5, MR4ESCHHH MIME 8784, #E )\ APT e & S
RN M A APT FCE . e fm, BEERAT APL BCE A AN Ay A A 74 I 5 A B 5
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BroAPT RGAEFRMULAFNS, 4xbL
PROTOCOL-FUID-MIMETYPE.EXT
g a4 . AT, BroAPT-App frll S E AT MAR B 44 v, 45 3% CHHE Bro R4
FIEA£ I UID ARHZSCHE PR 1ibmagic RAHNZ SR MIME R4 2. DA
VAt applicaion/vnd.openxmlformats-officedocument /HTTP-
F3Df5B3z9UI3yi5J03.application.msword.docx Af, XE(EEIERGHHIX S
Fik (repr) WI'F:

1| Entry(
path="applicaion/vnd.openxmlformats-officedocument/HTTP-
F3Df5B3z9UI3yi5J0@3.application.msword.docx’,
uuid="F3Df5B3z9UI3yi5J03",
mime=MIME (
media_type="application’,
subtype="msword",
name="application/msword"’

O 00 J o U b W

)

MHRYE MIME 87, B\ APLBCE SRSl APLBCE, BCE HPRE € TR
oy ETAR R LR R A RS iy 55 . BB, FEXT SR BEAT RN, A i SE e AR
DA —— IR R, R AR, RITIIA T R AR, JEHIT 2 A——
MG, PATHRIIEA, X SCPFREAT RN, B 2 AT 15 AR A peAer T4 15

FEPATIAES, T RGUR L HREIMIFAT I, it o 2 A R R AT, ik
KT HE ALK KON F AP RCE SRR T O bR, W B A, g2
BOUBR: R, MAETHAIAT R IARS, SREGHRZEL, 8 S 2 B AAE 2 DN RERE P IR AT
PAT. BEh, BEBHAT REAE IS AT RE P 2 RIPA BT, ARS8 T A, Ak
TR RIPAT AR R P AR, NERHZIA R AT EXH, R AT
R, BCAECRING O, WBHOR S RS S, IR RSk, TR O
A -

5.1.2 Z - AR A A ZE 4y

H T BroAPT RGHIHZ L IHRAE Docker 748 HisfT, FHIZITAURZZHUIRAS, TMildis
For il T BN A] B 75 B SRR Fi24T, Wi A Docker S35 BUB ML . KL, BroAPT-
App BB T 1% - R 45 s kil 2424, Badid API LB SCAFICE, k(e
Docker 7545 W AT R IECE 15 A b TR, aniEl 5-2 Fos.

=
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RESTFful API Server

BroAPT-Daemon APIV1.0 Virtual Machines
oGET Docker Images

/api/v1.0/list s -
©GET Host Machine

/api/vl.0/report/<id>
®POST

/api/vl1.0/scan : :
Seta={ Lay" =rainar) Environment Scripts

e Preparation Execution
/api/vl.0/delete/<id>

Docker Container

Remote?

YES Request Data Request for Response of
Preparation Detection Detection

NO Environment Scripts Report
Preparation Execution Generation

BroAPT Client-Server Detection Framework
[/ 5-2 BroAPT & - R 45 23 K dli 5214

AR, T BroAPT-Dameon R4 RS HFE . ZRSGHFEZHT Flask HEZLY) REST
R 55a%, FREESLIL TR AR 2% 3 B R B B SO AT S SRR . BroAPT-App ol 5
POR ARG SR AOE B RS R S, RS RER G R L B G, B —REN TR,
BTAESE, BIFHATRZEAR, HPATLERA—IME, $ATRIEA, X3
HEATRLI, FE) BroAPT-App FrdlBiE IR BRI EE 5, A Bkl & o eabh, MRS 238k
T T IRBUG I EE R . WA S AT RS T BRAC I e 5% 45 APL #2100, W FRFTR.

£ 5-1 BroAPT RAAMHKIRICUHFEEHE

HTTP &K 77 URI Hbhik iR

GET Japi/v1.0/list AWK
GET /api/v1.0/report/<id> AR 45
POST /api/v1.0/scan data={"key": "value"} & K= TG
DELETE Japi/v1.0/delete/<id> PRI BR A 3%

5.2  ET MIME RBpIRRECE SRR 1%

QIRTSCATRE R, BroAPT R4u&— /N EARGEA HEER APT Kl R8t. AN CHES
ViR A2 T BroAPT-Core SEHUBER AT # EPE B TE, BUT X RGN 7 — 1% 0,
BroAPT-App il #55 k(1) 7 $h FE AR VE4H A 41
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55 BroAPT-Core Rl Ee A [F], 7E BroAPT-App failifiterh, AJ i — B3R A8 ik
TEE, WFEFR.

®5-2 NRRE
A4 filiik
BROAPT SCAN CPU FRAT RN SO HERE L
BROAPT MAX RETRY i & i KB IR
BROAPT API ROOT APT R H =%
BROAPT API LOGS API HEX %1%
SERVER NAME HOST BroAPT-Daemon /i 55 i FE bk
SERVER NAME_ PORT BroAPT-Daemon JIg 55 1t F23ii 1]

BPGEE APL G B SRSl T TR . 7E AP ECE SO, 5T MIME BB B
SCAFIRTIN 5 R AT 1ML E . BLESCHERA T YAML 1B S, 2% 1 Docker
Compose 1 Travis CI FFIEC B SCAAS L, LA MIME 8B s AT RCE - AP BC & SO e 3
FEIAS SCARR I ST AR SR tn s

1 | /api/

2 | # API configuration file
3 | b— api.yml

4 | # MIME: application/*
5 | — application/

6 || ...

7 || # MIME: audio/*

8 | — audio/

o || ...

10 | | # default API

11 | b— example/

2] ...

13 || # MIME: font/*

14 | |— font/

15| L— ...

16 || # MIME: image/*

17 | b— image/

18] L—.

19| | # MIME: message/*
20 | b— message/

21 (| L— ...

22 || # MIME: model/*

23 | b— model/

24 || L— ...

25 || # MIME: multipart/*
26 | b— multipart/

=
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F£T Bro B APT Kl R4 et 552

TERGIZATHS, Docker 25 a4 1i ENLSCAF R GE RN SR IS R AL / apd / S0
3¢, Bl API #R#%41% BROAPT API ROOT. /api/api.yml j& LSCHTIRN APT P& S0,
15/ api /* / SCAF I SO 5 LA MIME R85 KIS E A, o, /api/example/
SR SO R B B SR AT, B 25— MIME A7 i & SO I € X
KA E RN, RIS example iX— MIME 288! R & AL E .

NT LB E XS, RYE APL I E SCHEFR NN T & R4 &
environment FB. fEZFEH, PLFHIEA N % B BroAPT-App fa il AbiExt SC 44t
TR, fEHM AR E. NPURECES, ¥ AT ROOT MUE AN RFI AL E
BROAPT APT ROOT, N IKI Python Fl Shell R $AAT SO B E T A4S & .

PYTHON27: /usr/bin/python
# Shell/Bash
SHELL: /bin/bash

1 | environment:

2 # API root path

3 API_ROOT: ${BROAPT_API_ROOT}
4 # Python 3.6

5 PYTHON36: /usr/bin/python3.6
6 # Python 2.7

5

8

9

PLEFST PDF SCf (MIME 28858 application/pdf) KRR, % API BRI
# BROAPT API_ROOT N/api/, HMMIACEN TIEM#AEN. /pdf_analysis/, TEBK
JE ENV_FOO=1 Ml ENV_BAR=cliche PI/MAEIAE, fIIAEH] Python B F 4SS, K
#PESE . /pdf analysis/requirements.txt HHfiil, WX application/pdf iX—
MIME 2874 ¥) API Fic B B~ Bk :

1 | application:

2 pdf:

3 remote: false

4 workdir: pdf_analysis
5 environ:

6 ENV_F00: 1

7 ENV_BAR: cliche

8 install:

9

- apt-get update

=
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10 - apt-get install -y python python-pip

11 - ${PYTHON27} -m pip install -r requirements.txt
12 - rm -rf /var/lib/apt/lists/*

13 - apt-get remove -y --auto-remove python-pip

14 - apt-get clean

15 scripts:

16 - ${PYTHON27} detect.py [...]

17 - ...

18 report: ${PYTHON27} report.py

£ AP FLE XXM, report FBURWANN], G0 WAL MR AT IC B SCAR IR
H. MU remote FEWEN “H” (true), WZRRENZ MIME 288 S A2F B 75
FE15 LML EiEi BroAPT-Daemon A 553258 M. BEAh, FREX T A MIME %52
AT EEAEH T AR R RS I T 28, BRIRAERC B SCHEH RAIEMA T shared B, MIIFEHR
FISATHS, KAEIXLE MIME 28241 APT 0 G2 Hh A5 AR [ (1) ) 22 36 B AT FdEFE 4
Wit ARG E AT R fgparser.parse ¥ E, iR API it B A5 B n] £k
(repr) WIF:

1 | API(

2 workdir="'pdf_analysis',

3 environ={

4 "API_ROOT': '${BROAPT_API_ROOT}',

5 "PYTHON36': '/usr/bin/python3.6",

6 "PYTHON27': '/usr/bin/python’,

7 "SHELL': '/bin/bash',

8 "ENV_F00': '1°',

9 "ENV_BAR': ‘'cliche’

10 }s

11 install=[

12 'apt-get update’,

13 ‘apt-get install -y python python-pip’,
14 "${PYTHON27} -m pip install -r requirements.txt',
15 ‘rm -rf /var/lib/apt/lists/*"',

16 ‘apt-get remove -y --auto-remove python-pip’,
17 'apt-get clean'

18 1,

19 scripts=[

20 '${PYTHON27} detect.py [...]',

21

22 1,

23 report="'${PYTHON27} report.py"',

24 remote=False,

25 shared="application/pdf’,
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26 inited=<Synchronized wrapper for c_ubyte(0)>,
27 locked=<Lock(owner=unknown)>
28 |)

HH, API.inited RRHFARIAN, I ILFE AAELE Z AR HERE ) [F) 20 M i PR BE ot
5 E e 1% MIME RBURG 5 R %235, APT . locked IR, HF#GpER %
BRI TES; APT.shared RFLEARANL, W1 APTACE S REE, MBI NE
MIME £, FEIRHHE, T HAHME API. shared I APIICEX R, H
API.inited M API.shared W37l HHIA, M FR S8 0] SLEU0 e il R () 4% .

BRI A #8452 N / dump / application/pdf/test . pdf, NITERBLNT A
PEEAT RIS, AT TARRAZ W

(1) BELFAEAR:

API_ROOT="/api/"
PYTHON36="/usr/bin/python3.6"
PYTHON27="/usr/bin/python"

SHELL="/bin/bash"

ENV_F00=1

ENV_BAR="cliche"
BROAPT_PATH="/dump/application/pdf/test.pdf"
BROAPT_MIME="application/pdf"

O J o b W N

H ', BROAPT PATH 5 BROAPT MIME /& RZ MMy & 1E# IS5

(2) ¥4uI TAERFHE# % /api /application/pdf/pdf analysis/.

(3) # APICE A ) 2R iR i R AL, R URI d R AT 2 AR, e R G0 3Kk
BOLERERE, AT T dr

apt-get update

apt-get install -y python python-pip
python -m pip install -r requirements.txt
rm -rf /var/lib/apt/lists/*

apt-get remove -y --auto-remove python-pip

o O b W N

apt-get clean

S LR A AR, SRR B L, B AR
@) BT TR A

1 | /usr/bin/python detect.py [...]

(5) "W ERFrAPRE, $UTHEEMEA /usr/bin/python report.pys

=
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HEl, REGEHEIINTNMAGINTT %, MRGMIIRET . LUz err 5
BEAT T A4

5.2.1 BRMEIr %

W ESCHTIR, example iX— MIME 8T AP Al 77 2B T 58 45 X)
= MIME 282 (A 7 8 i AR AE APL LB SCHF R ECE R, BroAPT-App ol EHek 1 FH 2R
NI 7 S0 SO AT R

HTERAAS I 77 218 B VirusTotal FIPERE SO APL, X SCAFEAT R
VirusTotal #2780 A R~ — 3K % P P2 AT 0 SO A1 URL WG RSy 3 I 48 55 &
LA BRI %4 T H . VirusTotal £54 | Baidu-International. Google Safebrowsing.
Tecent & 67 NI & FIR SR, DIgh &AW, fEfilgs R EARE ]
e MCEARSERUT

1 example:

2 environ:

3 ## sleep interval

4 VT_INTERVAL: 30

5 ## max retry for report

6 VT_RETRY: 10

7 ## percentage of positive threshold
8 VT_PERCENT: 560

9 ## VT API key

10 VT_API:

11 ## path to VT file scan reports
12 VT_LOG: /var/log/bro/tmp/

13 report: ${PYTHON36} virustotal.py

Hrp, {#H VirusTotal ] API B AT HIL L 14 (token), [HIILFEEIAET AL &AL
R E . BT VirusTotal XTAGIIATZEAIS ] ARG — 2 BRI, Kb rliE % E
VT INTERVAL AR vT RETRY MR RHAT — @2 E e i i) 51K,
7E VirusTotal i [A] (A I 45 Jrb, AL HE SRR 25 AT 67 /> 1 EL SR ke i 45 SR 2570 N 1S
B, MA@ vT PERCENT FREEAR Syl B 2 i A % B S I LB A . Bh Ak,
W@ v oG e R Ay e AT H ERAEE R R .

5.2.2 Xf Andriod ] APK SCAF BRI 7 58

APK SCAFAE TANA MR 3 REF) MIME 2R84
application/vnd.android.package-archive. &%iEH I AndroPyTool /E %}
APK SCPFRIRIN T A . AndroPyTool f23%T-%F APK S BN FME A RHEREAT 70T, Al
B NERMNARK T E, 4 74 DroidBox. FlowDroid. Strace. AndroGuard #ll
VirusTotal 5 7E P 2 A APK SCAFAa il T B B01, 1 B ARRS Bl F -

=
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- docker pull alexmyg/andropytool
report: ${SHELL} detect.sh

1 | application:

2 vnd.android.package-archive:

3 remote: true

4 workdir: AndroPyTool

5 environ:

6 APK_LOG: /home/traffic/log/bro/tmp/
7 install:

8

9

Hi-T> AndroPyTool FAEIACE I T8 2%, WA RG HAEM A 7 Docker Hif% .
BroAPT-App FrIBLEAENT APK SCAFHFA TR IS, AEARHE R A A & A s i R, I
K% % BroAPT-Daemon R %512, HFAEH AndroPyTool [ Docker 54 TH G, A
DR Rl e ST EIESY b= S C el valllE - S

5.2.3 Xf Office SCRYMIKEIN T %

Office 34 /& —MFET XML (extensible markup language, A #i/BHidiET) R
14, FEH Microsoft Office 1 OpenOffice P2, H MIME 87 £ 2
application/msword. application/ms-excel. application/vnd.ms-—
powerpoint fl application/vnd.openxmlformats-officedocument.*%., R
i1 H 1 MaliciousMacroBot 1 XHZESCAF AT T H . MaliciousMacroBot & & T #1285
%:>] (machine learning) #32:5%f Office XY HIE R % (macro) TR TR, HAH
2| T BEHLARHM (random forest) A TF-IDF (term frequency - inverse document frequency) 5
R e B AR W R

1 application:
vnd.openxmlformats-officedocument: &officedocument
workdir: ${API_ROOT}/application/vnd.openxmlformats-
officedocument/
4 environ:
5 MMB_LOG: /var/log/bro/tmp/
6 install:
7 - yum install -y git
8 - git clone https://github.com/egaus/MaliciousMacroBot.git
9 - ${PYTHON36} -m pip install ./MaliciousMacroBot/
10 - yum clean -y all
11 report: ${PYTHON36} MaliciousMacroBot-detect.py
12 shared: officedocument
13 msword: *officedocument
14 vnd.ms-excel: *officedocument
15 vnd.ms-powerpoint: *officedocument
16
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H1F MaliciousMacroBot I X 2 Fit MIME A ) SCAFREAT AR, - DR A e SO
I YAML i85 (5 G e > o Behh, it % R A M BT o, Mo B SCH R
shared BT T BAL, MIMARGAEXANF MIME R 1) Office SCAYHEAT RTINS,
BroAPT-App FEHCRE RE 06 18 13X — 7 BOW A R HERR BEAT AL RS B

5.2.4 Xf Linux &%t ELF AT SO ORI 7 2

ELF (PJHUAT 5T D ATHAT SCHE 28 UNIX #:4E S 909 10 ik i) SO bR iR
X, H MIME 2£%4°H application/x-executable. ZR%tikH T ELF Parser {F NXTi%
Rk T H o ELF Parser 3258 1 LU R Dfg: I8N ELF SCHFH ) R B0RI 25 44 33k
179738, AT HBHRER, WFF53%K (symbol table). Zh#&E: (dynamic segment) 2§, T
fEHThEe, R ORI RN, W Kaiten. Elfknot Al BillGates S EATAGI, iz Z&xt
T 4, BEE A BT

application:
X-executable:

## ELF Parser

remote: true

environ:
ELF_LOG: /home/traffic/log/bro/tmp/
ELF_SCORE: 100

workdir: ELF-Parser

install:
- docker build --tag elfparser:1.4.0 --rm .

report: ${SHELL} detect.sh

P B ©OW 0 J o O w DN

= O

5.2.5 WL Linux 3% SCEE R s %

LMD (Linux Malware Detect) & ™32 44 VLHD A% = SOl T2, I 3 Esg)]
TR RS B AR D G EAEDIRE, TSR HTML 298 50, Perl 5 PHP & &
A, DURCHE DL b % O A ) Be E AR B R

1 | application:

2 octet-stream: &1lmd

3 ## LMD

4 workdir: ${API_ROOT}/application/octet-stream/LMD
5 environ:

6 LMD LOG: /var/log/bro/tmp/

7 install:

8 - yum install -y git which

9 - test -d ./linux-malware-detect/ ||

10 git clone https://github.com/rfxn/linux-malware-detect.git
11 - ${SHELL} install.sh

12 report: ${SHELL} detect.sh

13 shared: linux-maldet

=
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o - )
N YFLIAE

14
15
16
17
18

text:
html: *1md
X-c: *1md
x-perl: *1md
x-php: *1md

5.2.6 X% JavaScript A AN T &
JavaScript &% H K web 155, EBGEHHE AT H T EUH - cookie PAIGEI T 7]

PUHTHAE AN, EEE TN A RS0 5 IR RGHEAT G . RGUER T JaSt fF
RAZIE A RN T B JaSt 52— A3 T HHR A 0 IR 1% & JavaScript AU HEAT A
M T, @ LA 2 > S BL T 6 JavaScript ARG 1 o BEAS 0T e 2 AR AD B

T

O J o b W N

[COREN SRR \C RN O R SR \ O O R \ O O R O R \ O - e e e e e )
O W O ~J o U > W DN P O W o J o U b Wb B+ O

application:
javascript: &javascript
workdir: ${API_ROOT}/application/javascript/JaSt
environ:
JS_LOG: /var/log/bro/tmp/
install:
- yum install -y epel-release

yum install -y git nodejs
test -d ./Jast/ ||
git clone https://github.com/Aurore54F/JaSt.git
${PYTHON3} -m pip install
matplotlib
plotly

numpy

scipy
scikit-learn

pandas
${PYTHON3} ./JaSt/clustering/learner.py
--d ./sample/
--1 ./lables/
--md ./models/
--mn broapt-jast

scripts:

- ${PYTHON3} ./JaSt/clustering/classifier.py
--f ${BROAPT_PATH}
--m ./models/broapt-jast

report: ${PYTHON3} detect.py

shared: javascript

text:
javascript: *javascript
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5.3 KB

AZXF BroAPT R G U EELZ — BroAPT-App Rl ARHL i 1 VA A4H . BroAPT-
App R T LI T AT APL R PE ORI, LA HZE R IE T 0 N = AN B,
Bl 5-1 fizme MbAh, AREXHZBHE ST T Ui, /48 75T BroAPT-Daemon Jii 55 i
TR 2 b - S5 S AR AR X, & 5-2 B

[FB, ARZEEXT BroAPT-App Al A ER f ¥ R R THM T VEL A28 . R Hm] a3 5%
RN RAENEATSHECGEAT IR, e B AR S RS 2 A SO AT HERE 2
& R, ARFTIEXT RGP APLECE SCHFAT T VEAIN2E, 0 L SERs s A R
M HEAT TR AN, A EEX AT R G APIBC B S b B S R I S ST TR
BAG, BT, AKX BroAPT RS0 HITERE R & ThEEFEAT IR .

% 38 U 4t 57
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X EXALY

BRE RGEN

6.1 SLIGINERECE

ASCA SRR IR Linux JR 5% &% E5ERe S Firfs FH IR R B X2 Ak
MENBE, N BRSNS, A TREZEHIN T E PR

40

! hv4

30

20

Traffic Quota (GB/5min)

[

0 1 2 3 4 5 6 6 7 8 9 10 M N 12 13 14 15 16 16 17 18 19 20 21 21 22 23
Time of Day

& 6-1 HERLEHE
ik 55 45 (0 AR A G L R

= BIERS: CentOS7

= WAZARA: Linux 3.10.0

= AfF: 252G

= CPU: 40 #

*  Docker fZA: 17.05.0

*  Docker Compose fiZA: 1.23.2

1M A G L BAE Docker T HIZAT, ASCRH] T CentOS #:4FE RGN RGAZ LA
RRZEEE, HEPRFEREN T

=
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= BIERS: CentOS7

= WAZARA: Linux 3.10.0

= Python: 3.6.8

= Bro: 2.6.1

. C/C-H—}i:
o libmagic: 5.11 GEFEWSCAER MIME K845 B
o libyaml: 0.1.4 (X YAML &5 fISCH)

*  Python &K #fi:

o dataclasses: 0.6 (Python 3.7 ¥/ dataclasses JEAISCFR)
file-magic: 0.4.0 (X} libmagic ] Python #3%)
pandas: 0.24.2 (Python (353 #7 )

PyYAML: 5.1 (Xf libyaml [¥) Python $}2%%)
requests: 2.22.0 (HTTP ¥ja /%)

O O O O

1M%$ T BroAPT-Daemon k55 1#ERE, 25 8 BIAEH0E M BE Hh ARAH RKUBON R %, (Al
ARIAER T PyInstaller XWHBATITE, AR RARMKBIAG AT AT M. T
PyInstaller fEF] B R GEAE R S ATIZ AT N U ATHAT SO, BRIASSCAE ] CentOS
f¥] Docker Gifg, X Linux P88 AT AT SCAF#EATIT . BroAPT-Daemon i 55 i FEAETT
HRIAE BT A AR O BRBEAF A B U

= BAERS: CentOS7

= 75 ENEEME RS macOS Mojave 10.14.6 Beta

*  Docker fZA: 18.09.2

*  Docker Compose fiZA: 1.23.2

»  Docker 4 H ) PEF A5 -

= BAERS: CentOS7

»  WRZMUK: Linux 4.9.125

= Python: 3.6.7

*  Python &K #fi:
o PylInstaller: 3.4 (Python BiH+TH T H)
o Flask: 1.0.2 (HTTP fR%528%)
o dataclasses: 0.6 (Python 3.7 ¥/ dataclasses JEAISCHR)

6.1.1 RAHE
BroAPT RSt T A E/E NS EHE D, L, XX SRS SR E T,

®6-1 HRRERE

A4 A EfH

BROAPT CPU 5

BROAPT INTERVAL 10

BROAPT DUMP PATH /dump/

BROAPT PCAP PATH /pcap/

BROAPT LOGS_PATH /var/log/bro/

040 U1 k57 W
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43R 6-1
B A EH
BROAPT MIME MODE true
BROAPT JSON_ MODE false
BROAPT BARE MODE false
BROAPT NO CHKSUM true
BROAPT_HASH_MD5 true
BROAPT_HASH_SHAl true
BROAPT_HASH_SHA256 true
BROAPT X509 MODE false
BROAPT ENTROPY MODE false

BROAPT LOAD MIME

BROAPT LOAD PROTOCOL
BROAPT FILE BUFFER
BROAPT SIZE LIMIT
BROAPT HOOK CPU
BROAPT SCAN CPU
BROAPT MAX RETRY
BROAPT API ROOT
BROAPT API LOGS
SERVER NAME HOST
SERVER NAME PORT

application/vnd.microsoft.porta
ble-executable;application/x-
dosexec;application/msword; appl
ication/pdf;application/vnd.and
roid.package-
archive;message/rfc822

smtp

Oxffffffffffffffff

0

5

10

3

/api/

/var/log/bro/api/

localhost

5000

Hrh, BROAPT LOAD MIME MIEAFE BN A 1) Widnows AJ AT UM (L4
PE Al DOS A #1473 )+ Microsoft Word SC#% . PDF 3Cff Android N ] APK S BL K& AT
RFC0822 H iR MBS0 fF; BROAPT LOAD PROTOCOL M AR S ¥ NIREUITA SMTP Hp
WALHI SCfF; BROAPT FILE BUFFER MAEARE N Bro i 5 count KR AHE,
B C/C++ uint64 FAHIH A UINT64 MAX; BROAPT SIZE LIMIT A E#N

FASAFRADAIR

6.1.2 RS

TEPEREMN VRS, ASCRA T — SR/ R 35G I 253 & PCAP U % 3R
YRS a A 2019 & 5 H 20 HH4- 12 8, Ve oA 5 40480, 5629 41,000,000 4=,
AR HANE R GEY capinfos 3K15) W FERFIR:

%41 T 3t 57
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¢/ SHANGHAI JIAO TONG UNIVERSITY

F#F Bro i APT ¥l RS0 it 5 52

R 6-2 HHHME R

i H ¥l
LR Wireshark/tcpdump - PCAP (A4
JECJE N Ethernet (LA #Hil
T ALK /INBR il 262144 7§
mEAHE 41M
SCA RN 45G
& O K 300 f»
FF U ] 2019 %5 H 20 H 12 i 01 43 52 #
2t R ] 2019 5 H 20 H 12 & 06 43 51 #
EAC i 117Mbps
SRR LK 849.97 75
PRI R RS 138,000 4>
TR %
6.1.3 MHikA=E

TEXT RGN AL FEAEAE SR 7 R HEAT VRN, ASCRA T M IR AR S5 24T i
525 MWL PCAP SCAF (RFIRIE A 5 %) . XEEyiE M 2019 £ 5 48 H 1 B 1 43

41 FhS, Z 201945 H 9 H 20 I 46 43 40 Fh4E o, 31 K 19 /NN 45 8P &,

= RYAY
B

B RN 12.14T, L2406 210 (2 R=H.

6.2

Thae vkl

DL IRAC B IAEE T 1) BroAPT R IX LR i TACEE, REUEFERTZ) 1 K 2 /N 15
Iyl . RGILALBE T 525 DRI E PCAP X4, BroAPT-Core HEHUBEL M FFHREL T
11,183 N3¢, AL$E Office A% PDF CfF. Windows FIHUT SCAFEZ AR (K 6-2);
2t BroAPT-App K AR HUG 5 K KBGO . Hodr, 206 9,703 A3 BroAPT-
Daemon 4t iR 55 I FE RGN o

application/msword
application/octet-stream
application/pdf
application/vnd.ms-excel
application/vnd.ms-powerpoint
application/x-dosexec
application/xml
application/zip
image/jpeg

image/png

text/html

text/plain

text/troff

text/x-asm

text/x-c

text/x-c++

text/x-pascal

text/x-php

unknown

o 2,000

39
1198

fino
4

1

22

4,000

B 6-2 JRARETIRPOCFRAUYE

6,000 8,000 10,000
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B X Bro Hi& conn. log Ml &1, s 3EA 2,121,027 IRMNZERE (K 6-3),
HH 19,751 K HTTP %4 (K 6-4) F1 110 X SMTP &4 (] 6-5) %5; Mok, mEH Ik
BT 34.004 N0tE (8 6-6). [N, dEIE % SMTP #3347 () Bro $RJE A, RGEKRI
711 AT R H R A AR

130,000
120,000
110,000
100,000
90,000
80,000
70,000
60,000

50,000

Network Connections (Qt./5min)

40,000

30,000

20,000

10,000

0 |.|‘ Hn iR M ’”. 1] |, l|l|l||J.I.|| ||..|n||...|| Ll |m‘

1:01 4:21 7:41 11:01 14:21 17:41 21:.01 0:21 34 7:01 10:21 13:41 17:01 20:21
Time of Day

B 6-3 AT EF WL ERRER A2

900

800

700

» [*d o
(=3 [~ [~
=] (=] (=]

HTTP Connections (Qt./5min)
w
o
o

200

100

1:01 4:21 7:4 1:01 14:21 17:41 21:01 0:21 3:41 7:01 10:21 13:41 17:01 20:21
Time of Day

& 6-4 AR EH HITP B2 BERT (8] 254k

o430 4k 57 ;W
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10

SMTP Connections (Qt./5min)

2

LD N1

1:01 4:21 7:41 01 14:21 17:41 21:01 0:21 3:41 7:01 10:21 13:41 17:01 20:21

Time of Day
B 6-5 WA E - SMTP 3% 82 Btk A 2E 4k &

1800

1600

1400

— -
[=] N
[=] [=]
(=] ©

Transferred Files (Qt./5min)
®
o
o

600
400
200 ‘ ‘
. ﬁhJMMMMmh.|MJ LMJ|JW| WM
1:01 4:21 7:41 1:01 14:21 17:41 21:01 0:21 3:41 7:01 10:21 13:41 17:01 20:21

Time of Day

B 6-6 AW E T 1ER SRR 7224

=
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6.3 MHEEEN

WSO, SIS BT E B NS PR R E ARO[ SR 4 7 DU R R AR e
KRR, AT HAD R H R245, BroAPT R4 HTE I HI Bro MRS R S rE it & Ab
FRANSCAF PR AR

AICKH tepflow (IRAN 1.4.5) 5 BroAPT KRG OEEL K Bro MR R4
HATHERELLEL. tepflow & C/CHEFREMMERA TH, HEHAFXREHE _&EH
IR TCP SR IEARML. SR i A2, tepflow fESERMNT TCP &M EMA)E,
FEAR AT H A )8 R GRS, PRI ASCAE MR {5 H Python 4w’5 % HTTP 3
WIS A, (8 HX HTTP J & SO AT 74 MESEEe S, Bro AR &
G T T A

1| event file_sniff(f: fa_file, meta: fa_metadata)

{

3 Files::add_analyzer(f, Files::ANALYZER_EXTRACT,
[$extract_filename=fmt("%s-%s", f$source, f$id)]);

A

RIFe s R MBI BT A S, FF DAL S i Cn HTTP. SMTP %5) 534 UID fir
4o TR IBATH AR U N K ATR

R 6-3 BATRHRIAMZCR R

T H Bro tcpflow 5 Python SCAFHE A
IZATI A 3458 20 4y 42

SCHRRRE (D 102,780 76,959

AR (DTLS) 201 0

YAFHREL (FTP_DATA) 0 0

AFHREL (HTTP) 76,959 76,959

AFHREL (IRC_DATA) 0 0

AEHEEL (SMTP) 47 0

SCHFRREL (SSL) 25573 0

H &0k 18 0

X B HES conn. log K50#r, WL 3% PCAP X5 1 1,733,505
HiEH:, HAH 769,809 41 TCP ##: (1M tepflow (NHREUE 332,720 41), 950,933 41
UDP %4z, PAK 12,763 40 ICMP &4z, BtAh, X HAh HE X Hrie vl 15 2], 1% PCAP
AR 882,157 Yk DNS #rif], 95,138 X HTTP %4, 612 YK RDP (remote desktop, it
PRSI ) #EHE, 90 Yk SMTP %42, 9 X SSH i . i, H Bro NI R ok il 5]
112,684 AR, HARHAS B ST 340 T 56 FhAS[F ) MIME 2844,

UEAh, 0 SR MIME 2R s AL b SG AT — e BRI, REHE AT AR
Ees. DL EATH TR R BROAPT LOAD MIME Fl BROAPT LOAD PROTOCOL MI7AR
OB, BT Bro NMRAGI RS R T4 1.35 FPRIA] 58 ikt Bk 4535 PCAP S 1 kb #E
FIFEHL

=
=
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SRIM, TEEFRHME, BT Bro RAMMEREHFEEKR, FI RGNS ITRCRTE—ERE
P b2 BRI . i, X iR PCAP SO, 7E4RTSLEEH, Bro R4 H H
29 1.35 PRI A SE AR BE,  TWIAE FSCHTR T R, WFREZRD 11 57 27 A e Rt
H,

W bESCATR, IRSSEE E LS NIRRT O, 6 RS AT S U A2 B PCAP
A AEAE ] ESCRER OB BB AT, BroAPT R4 T4 0.9 Fb5e B — MR &
PCAP SCUFHIAEHE, T4 K AT RIS 6,241 N Cfh. Hr, 236 61 4 PDF X, 37
A~ Office (A4, 14 A~ Windows RI AT XA, 53 73 AR SMTP B 30AL i i) s 44 S FEBf

(R

6.4 FhERImHSRINAE RN

WIHTSCHTIA, BroAPT R4 HA WMk t:. Hr, 7£ BroAPT-Core $2HUBIHR,
Al %S Bro JIAS, £ RSIE1T Bro MRl REExS L% i s PCAP SR AT AL BT,
HATEOMA M ERTEM TR S, 75 RG5ET PCAP SCAFIAL S, X Bro R4iE
R HEBHT LA 0. BeAh, 7E BroAPT-App KaillAbd, ATt AP B S XANA
MIME ZE 2 ¥ SCAFRC B S SRR 6. 2400, RGO T 7528 Bro A, — ANt
BRI DA S DUMPASTIN 77 %€, N BroAPT R INREME TR RE . DL XX e ) e4h Je
HEATIPE .

6.4.1 Bro JHAIEMN

ASCAEE VI FHRAE T HE RGBT AKZNEE Bro A, XA = EH TR
Bro &4 FTP il HTTP Pl kG IaFE, DL Bro HERGUAERHEMBECH R
FHEREE . MERE BE, T EdRMZiiE PCAP XXMF, INEHA S A INEHA Rz
ITIS T LA 220 . 28T, IN#k Bro AN S, REuKAERCH I HE S, NG 8R4
SATIRAL T ARCRAE R

R 6-4 X iR PCAP SUf4-4b 3 f5 i) Bro H B3 HE

H & Tn#g Bro A Ahn#k Bro A &k
conn.log H H TCP/UDP/ICMP 243%
Bl
DNS #iffid &
S Ml sk
HTTP &8 3%, hn#k
Bro JIA G U8 T X418
3Kk COOKIE FB%.
ERKkEHE LT
DA R AR SR 51

(method) A1 POST %
SKRET AL RS S
S8
Bro i1 RS REAE
Bro &4i1E libpcap

dns.log
files.log
http.log

of ot ot
o o o

notice.log el
packet filter.log §

ot off

=
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P AZ R B AsE A i i
7
5158 6-4
H & In# Bro A ANE Bro I &iE
ZS
smtp clicked urls.log H T SMTP it & H 8 i T 1)
URL f5 &
reporter.log H ¥ Bro ARG HEELE
smtp.log i f SMTP #4475 2
smtpurl links.log H H SMTP it & A i 5.5
A URL {5 B
ssl.log i f SSLE#EAE S
weird.log H H Bro A4\ E ] i e
BB
] A

x509.1o0g X509 AIEfE &

6.4.2 MR ECCFI

WASCAE B TR T/ i), AT RGP T —A HE b s
http parser.generate, HF M http.log FREREE B ROHT I H B0, DMEEAT
JEEL MR B AR . o F BT T 2 35G (M Z8 I PCAP SO, HEAERL 150,506 Ik
HTTP £, MiX— KRBT ML 20.04 . Hd—#ordxk T

1 #separator \x09

2 #set_separator ,

3 | #tempty_field (empty)

4 #unset field NoDef

5 #path http

6 | #open  2019-05-23-06-33-10

7 #fields scrip ts wurl ref ua dstip cookie src_port json

method body
8 | #types addr string time string string string addr s
tring port vector[string] string string

10 | 198.128.28.216 1302203839314  http://208.96.29.104/login.php a
HROCDOVL 2xibC53ZWIKYW1kYi5jb20vbGOnaWducGhw  TWO6aWxsYS81LAgKE
1hY21udG9zaDsgVTsgSW50ZWwgTWFjTESTIFggMTBFN1830yB1bilVUykgQXBwbGY
XZWILaXQVNTMOLJE2IChLSFRNTCwgbG1rZSBHZWNrbykgQ2hyb211LzEwL jAUNQ4
LjIWNCBTYWZhcmkvNTMOLJE2 ~ 208.96.29.104  UEhQUOVTURLEPWtuZzVoM
G1jbXEyNW5IMG1OYzkwYWxnZDU1 49424  (empty) POST  dXNlcmShbW
U9dGVzdGluZz1jInBhc3N3b3IkPXR1c3RpbmecmbWVOaGOkPUXvZ21u
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12 | 128.3.150.243 1504717710140 http://104.16.19.111/s/1314/image
s/gid25/editor/emails/data-science/AI-in-

Healthcare_92.png NoDef  TW96aWxsYS81LjAgKE1hY21ludG9zaDsgSW50ZWw
gTWFJIE9TIFggMTBFMTFFNikgQXBwbGVXZWILaXQvNjAxLjcuOCA0SOhUTUWS IGXp
a2UgR2Vja28p 104.16.19.111 NoDef 61756 CF-BG3J,CF-
POLISHED, X-POWERED-BY,X-SERVER,X-XSS-PROTECTION, CF-CACHE-

STATUS, CF-RAY GET NoDef

13

6.4.3 s S PRI

HEASCERES, THHNE 7RG G AR NSMRN TR . R ads: Xt
Andriod N APK SCAFHIRE I 77 % AndroPyTool, %1%} Office SRS IR 7 %
MaliciousMacroBot, #13%f Linux 54t ELF Al $AT SCAFR RN 77 %€ ELF Parser, #1505 U
Linux % B SCAFRIREIN 77 % LMD, 1%} JavaScript % 2 A AN 77 28 JaSt, DA BRIAS:
W77 % VirusTotal.

R 6-6 PRI AS

AR WEAYE RAYEFEA FEA &
APK 3CfF 22,000 22,000 44,000
Office Y 100 250 350

ELF AJ AT 30 A 1,000 1,000 2,000
Linux — #3524 3,000 3,000 6,000
JavaScript i1 85,059 20,246 105,305

FESEEG Y, AR S Bz A7 i R SR B ST AR 3 ARSI 7 S AT T
Mo Horb, BT SO R RS ES B FIFEARRD, A ST AN T — 2 e A
£, W APK SCHFRHEASE OmniDroid™45 . ASCfE A VirusTotal Xf FIRFEAMEAT T 50IE, I
YERVEIZEHE (ground truth) ——47 VirusTotal #5158 p, A 1 HIRE WA ZEAR T
O, B2 AR N NIEFEA AT B, WA G A,

R 67 LR REERE

i 7 & B SCA S Y TR AEZE Fl o8
AndroPyTool Android . FH APK A 89.92% 95.11%  92.44%
MaliciousMacroBot i A% 7% [ Office SCAY 78.40% 91.16%  84.30%
ELF Parser Linux &4t ELF A $447 3014 87.50% 71.60%  78.76%
LMD W W, Linux 3% &30 85.27% 90.48%  87.80%
JaSt M3 JavaScript A 99.43% 87.80%  99.54%

S SE R 6-7 M2 6-7 Fizn. 4F%t Android N APK SCAF G N 7 &
AndroPyTool, Fl4l%} M JavaScript BIAS ARSI 7 ZE JaSt 306 ST R I 8RB HERf % 5
MM Linux 248 ELF 0] 3047 X B4 I 7 %€ ELF Parser W% %, X AJ fgA2 T H R R
SCHFRIVERIRRE AT B, SRR SRR A4 AR B BR IH O S B S A I A 2
B, SRS, ORI 5 S A DU AR & TR
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AndroPyTool MaliciousMacroBot Ture Positive
Ture Positive f—
e, 78.40%

False Negative
4.62% False Ne%ative
19.00%

False Positive
L False Positive 2160%
Ture Ne‘?%clegievse6 _ 0.08% N
; ure Negative
§lo0x —

ELF Parser

Ture Positive
/ 8750%

False Negative
%%.70%

L False Positive
12.50%
Ture Negative ]
6%.30%

LMD JaSt
Ture Positive

/ 85.27% False Negﬁ{%?

Ture Positive
/7 9943%

False Negsa9t1/y§ - —

L False Positive

Ture Neaoégz; . Ture Neggts%eé _ N 50559% Positive

Bl 6-7 ERAITT R RIRCR

6.5 KRB

AT ES 4 T BroAPT RGHIPEREMNAAN I FEDIREMI . B e, X SLIIAFAER
BEAFAAEEREAT TR 2, JFHlR 1 S b B I K I 483 5 PCAP SRR Bla, A&
FEAT 0 IR 2 it B IR IO, RTEE T Bro MR RS S tepflow THAMERE
MR, 37 Bro RGBT EEH IR thoh, AFMK 1505 /4360 Bro i
AN RGBT RENE L, L H S s Thae, KBLAT#E X R ST R LA
o, JFREBIRAGINHEEE, DMESLLLH, [, AFEEH VirusTotal /EAPFIN
FEAE, 05 T TR B = A T S AT T AR E R, ASCR X IUH Sealid R
e, BTEEAT A AR MU G AR o A A 4
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FLE HXIMESEH

FERG LIRS, 3 GHL V2 2ol R . AR LA R TAEM 2
BEAT ] A4

7.1  TCPREBEHSIHIREL

AT H AR M2 th R E AT H A, TR P SRR E A K SO, AR SE
FAAEZMITR BBBSCIAELEM ARG R R, AWH 2601 ORI A A ST
5% o

7.1.1 3T PyPCAPKit (1S3

PyPCAPKit /& —/N % WAL I M & & PCAP ST/ kT THEPE, HZEF e A AT
Ko FHASZEL TR PCAP U K E R PMMIf#ENT, 40 IP. TCP. HTTP. FTP &, LAK&XS
IP Al TCP iE M E A EE 1. PyPCAPKit H 3 H B A 5Ly RN 2R 5 —F T iR i 5
%o T PyPCAPKit (A T Python & 5 HEATSEIL,  [FLILXT PCAP SCA- IR AT I3 FE 45
18, WAL FR AL 70 HoAh PCAP SCHFH#AT TR MSCHE, 4 Scapy. DPKT #1 PyShark %5, Ef
N PyPCAPKit A% FId AR AE SR AT I AR PR L Bcn

R T-1 WARAFESEPRMRATIY I MERE FLER

N ARFE 1,000,000 AN HT 75 B 1]
PyPCAPKit 4 /NISE 52 4y 3 FD

PyShark 22 /NE 1 4y 4 D

Scapy 40 4y 43 1

DPKT 64 11

SRTMT, TEACBE IR B E LN, PyPCAPKit IR A AT A% B4 i S BisE i 1 W%
KBAAG o XoF 55 B (s (O X 2% 92 PCAP S, {#/ DPKT 1 AWA%, i PyPCAPKit
B S TCP & 51 40 AN SRS IURE 7 7R 18 AT B KB 8] J K R D Y A7 E R
MemoryError B, H AR 5EH A s 1 E A2

7.1.2 FET Bro iE S KISzl

TE4E Python 1 5 HISEIURIMUS , AITH 23 A H Bro 155 X TCP i & 1 HE 4 347
BLEESEl. EIX—J7E, ATH KM Bro 18 SLHL TS &P AR N TCP H4LH
. RGEA top_packet FAF, FRHURLAM TCP A, )5 FIF TCP = 4H 5% i & k4T
. SR, TESCBRN B, HARTENAAHFERL K, % Bro REUKZETLIEHIE WA A5
RS 11 1)

BRIk, ARIH X2 T8 tep packet FHF, ¥ TCP MEIRIIES N HE .
&5, 2> 9d 3T DPKT W% PyPCAPKit Al C/CH+SZHL T XX 46 H & S04 H i & 40
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PAK SO . R IX — SBILAE SEBR N IS ASAELE N AZ I RE S K )8, 4RTT0 i T
tcp packet FHHNIKE, X Bro RAM FEEEMAFEN, B — eI T K S 1Ak
P FEIEANEAR

MAE Bro i =, A[i#Eid%E BiF (Bro internal Function) fUASSEIINT Bro LhREMIHR
J&. 7 BiF XX, @ T Bro i&E M C/C+HE SRS, 18 Bro RE#MHLH T A
bifcl Hik/E, AI1FRIZNAEEHEM Bro #: LRID. SR, 1X— 7 RIFARM kB EALH
tcp packet AT RIIR G AT, HELIFARLI.

Ba B ERE R, RITEE Bro RGN B SCHF A IR Fileanalysis SEHL
X B AR SO AR, & TER T BroAPT R Git% i rh BroAPT-Core $2 B HR
H] Bro I A,

IR EASEZIUT R, AN KN 1AM 4R R PCAP SCME (3 1,601 ANt E
A1) [ TRV AR N R PR

R 7-2 KbEL 1. M SRS RIN [RIE

ST R Ab R[]
4fi Bro SEIl (BATSRBLE A FED 14 4y 36
Bro 5 Python (PyPCAPKit) VR &Sl 20.4 5
4l Python SE8 (3T DPKT P44 1) PyPCAPKit) 18.7
Bro 5 C/CAH+PTR A5 2.4
MHTRGEI TSRy 1.8 F

7.2 RGN EIRE

WIHTSCHTIR, ARIH Bl K BroAPT 40 H BroAPT-Core HEHUSIER 5 BroAPT-App
RSP MZ OB . 7E RS RGBT, 5 R ASR B BB AT IX B A
B, BRI, TEIX—Bih R, WA b A B 8 1] AR R —— i e —
MIME 8R! SCAFRT APT AETERS 1R, SO A EREAE I 5 S B Y, TRIE T —k
PRI SO, 2 FRUCK ST E PN RIS . R, REiR &k T
BroAPT-Core #2 Ui 5 BroAPT-App Kl HAE [F]— Docker B2AZ 4T TR, IR
[FBAF (queue) SEHLMAMEHL . ] (K38 15 Bh A -

7.3 ARENG

A T I H SR P ) RN S AR AT TR A Hoh, X TCP R
5 SO BRI SEBLT ST TR 8, JRAESEBRING 15 R SEELT A HAE
i, WEKM T AT RGN EIT %,

BEAh, AFRHE TR T RGAMMBT, XHEA A Docker BEARSEHUZ LR, BIAE
PP Docker 81573 5 SEBUZ DRI 7 S3EAT 10 M, IR IR T RT#
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BNE RE5RE

8.1 S

ICNEH

AIHSZIL T BroAPT #%i. BroAPT #4i/2— M4 T Bro [ APT Wl #%, AAK
E I PERE AT $h R, DA RO sl g b AT SER A0 Mr AR B H B I Th e, RN R R AR
PISCAFEAT S AR, Rl A e B R SRR I, DR H B 40T, SEEl T R
FH APT B s .

BroAPT 247/ FIH T Bro IS RAM mrERE LA, K 2 #ERE I se Bl 5 00t
SERTIER 2537 & PCAP SCAFREAT AR EE, JEEARBEEUR &P A et [FR,
BroAPT R4{EIsAT i, AIE H & K Bro JIAF M s, XF RG MR hRERAT I
J&, ARCERIPHE B, AT FREAT N CERTREUR B 1) SO AT A IR
BroAPT £ 4; Al ilid % T 3014 MIME 287 {1 APT B B SCAF, AN A 2R 70 i A AN 1)
R %6, M3 s BRI R RS . B, B RS A 1 H B SCHE R U
R % S, #2735 BroAPT R4 APT Kl 5 %

T I ] B 2R I AL () S BRI B AT AT, R T 1 R 19 NI 45 A0 B SERR IR
B IXEE RN 12.14T, 2486 210 MR ER; EiIX Bro H& conn. log 241 H[
L, A 2,121,027 IRIMEER:, o 19,751 R HTTP 8280 110 X SMTP E8:55;  Ih4h,
WE IR T 34.004 NSO, RGEEET A 11,183 AN, ARG I AR R I R
o [FS, IR SMTP W4 4T Bro A, RGEILKIL 1A 11 AT 5HE 4
T

AR BroAPT RGIEEMI G THE RARSEIUHT 7T HAIN4H, HE TR T ZREN
APT A5 5 % o AL SEIG 45 R W], BroAPT RGi(ESCbrMN H 75t R B 5, ATsk
BT P A 35 YR B ) SR i A B, T T R G0 APT A U7 (LR SR EL, MBS
7R A TAEF O — 25, e s i & APT Al i B X PR AR 7 %

8.2 HEITFEEMNTE

AITH B HFR 2T Bro MR RS, Wi FFLI miEm =M APT fill R4, R
B ah AR — e R _AEB T ARSCH BTt 1 BroAPT RG] %, (AT H A —
LEER AL

B4, 176 BroAPT RGN L, Ml Rguliddr 217810 (CLD fE A g, X#
MRGEATER, AMX—EOMEE IR IEA T, HAAE— BN, FanE
A7 )--docker-compose S5 € N ARIECE M4 (compose file), B{HAN S
A EH R, WRSKITGIEIERIZ(T, Bt R8EEIehERA .

[FI, £ 2457 S H BroAPT-Daemon i 5 #EFEA A -5 348 MIME S8 A1 SRR 474
W, EEsE Bz RS HFARE v T H &l R AR OB RS B, AR RS
O I SRR O B SO R SR R, T X R T SR AR AEE LB R AE )

H

L o

=
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X F BroAPT-App Harili B o pirfs A %) APL B B S, il P e RC B th AR e Al i,
FOB TR AN, MIME 2R7 (SO AT R o 3 HL, %00 B SCPE A2 PR T A% O s B Tz AT 1)
BEERGE. BN, 487 R4 5 NHEHST Linux 248 ELF X5 %, BT ELF Parser
TCIELE CentOS MG H IEMZw 3, Btk RAEAFA# L1 K BroAPT-Daemon IR 55 1EF2,
FLAE 53— Ubuntu #8551 Docker BiA8 Al Beah, FEARTHE o, LS T
BroAPT RGN IS5, FHARXS APT il (1) BAR T ZIEATIRAT 5T

FEARHE, BT RGCREL, Bl BroAPT-Core $2BUBRE 0 ThEE, FEILT
Bro NMERIM RS, FIILAZE] Bro REtAE IR G HIMRE] . 417, CRIFRG 0] SRR
HTTP. FTP. IRC. SMTP. DTLS %5 ZNHE VLI 5 SO, R A PRk
TN s 3 TevE AT

8.3 AERHI{E

FeTARITH IR FURER A R GEAE L J5 T8 AT ik — AR A i

B, RGAEE AN KR DIREN e &, 40 BroAPT-Daemon iRk 55 3R )2
fEs HTHSEBIRT Flask X web HEZE, DRIMIA AT #E 2T EAL L SCBLR SR AT AL,
I H AR R R S B WA o TR S8 T H S R G DISCA SR U A7, TR s vl e
HERGIES EZHWGE . 2% Bro MRS, ARGIEAGIAN syslog BURIFAIE
TIRE, SEHN Bt i i Se i & Thig .

IRy, HRERRGMIT RN, EARTAEMB G, ERIx RGE D REEAT
J&, WG\ Bro AR, DSCRFEZ RN AR, AHARSRER BT SIADHTR
e, O H ESCAFEAT ERA AR BN 73 Ay, LSS S APT Al R, FEXD S SO
DFE) APT B SR, AEPTINNEE 2 (AU R, DASE S 0 4 10 7 20 s SCAR ARSI D e
M1 T b3k APLBE B SAHAAAEBRAE R G HIBR BRI, W5 827 Travis CLECE SCAF, AN
AXECEIZITHEL GRIERSG #ATIREN TBL DL AT o i B AR -

BEAh, RVE T RGOS E AL SCPR NPT, (HEX RS APT A I RIRA T
Fo KL, FEARRMLAES, A HATHT BroAPT RGN SCAFFIAE U H 7,
A R I APT B iImtge, Bilhn: S sE S SO I 48 R R R AT 0, TRl I
SEEREIRI A OCIRPE, SIS APT Bk Rl o
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MEEBH —KfiE, 2] “E” Bro s MERIIZ, BIHRAEHIRF: N
917 Bro AU, FIRAHTITMRERSG: ELENIMAE, WEKNEN TRZ. o
Bt KNERARALE—FE, A DRE/NE, —BREREIT, Kl 7 ALTIH, HiA
NN T 47 Pythonista, £ “R” B 7 Eb. EXH, RAOEPTAE G2 IR,
(EVETOPNNE NG I

B, ERERE B SRIMARRZ . EARZITKE ST, RGNS —
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BROAPT: A SYSTEM FOR DETECTING APT ATTACKS
IN REAL-TIME

Cybersecurity has long been a significant subject under discussion. With rapid evolution of
new cyber-attack methods, the threat of Internet is becoming more and more intense. Advanced
persistent threat (APT) has become a main source of cybersecurity events. It is now even more
important to identify and classify network traffic by direct analysis on the traffic itself in an
accurate and timely manner.

We hereby describe BroAPT system, an APT detection system based on Bro IDS. The system
monitors APT based on comprehensive analysis of the network traffic. It is granted with high
performance and extensibility. It can reassemble then extract files transmitted in the traffic,
analyse and generate log files in real-time; it can also classify extracted files through targeted
malicious file detection configuration; and it detects APT attacks based on analysis of the log files
generated by the system itself.

The BroAPT system consists of two major parts. One is the core functions. This part runs in a
Docker container, which currently is based on CentOS 7 image. The core functions can be
described by two different components: an extraction framework BroAPT-Core and a detection
framework BroAPT-App. The other is the command line interface (CLI) and a daemon server
BroAPT-Daemon, which is a RESTful API server based on Flask framework. This part runs on
the host machine of the Docker container.

CLI is the entry point for the whole BroAPT system. When running, the CLI configures the
daemon server and bring it up, then start the Docker container with core functions. Within
BroAPT-Core extraction framework, it will read in a PCAP file and process it with Bro IDS,
which will reassemble then extract files transmitted by the traffic and generate log files from its
logging system. Afterwards, BroAPT-App detection framework will take the extracted file, parse
its file name to extract MIME type information of this file. Then the framework will fetch specific
detection API of such MIME type and process it to detect if the file is malicious. If needed, the
framework will generate a request to BroAPT-Daemon server to process a remote (privileged)
detection on such file.

Of BroAPT-Core extraction framework, it mainly has three steps. First, file check. the system
will scan for new PCAP files and send them to the BroAPT-Core extraction framework. Second,
Bro analysis. The system will process the PCAP with file extraction scripts, reassemble then
extract files transmitted through the traffic. The extraction can be grouped by MIME type of files
or application layer protocol which transmitted the file. Also, the user may load external Bro
scripts as site functions to process along with the main extraction scripts. Third, post-processing
and cross-analysis. After processing the PCAP file with Bro IDS, the system will have several
extracted files and a bunch of log files. Besides those standard Bro logs, there will be logs defined
by the site functions and generated by the logging system of Bro IDS. Then the system, by default,
will generate connection information of the extracted files through Bro logs, which includes
timestamp, source and destination, MIME type, as well as hash values. Plus, the user may also
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register Python hooks to the system, as they will be called every time a PCAP is processed. These
hooks can to be used to provide further investigation upon the logs generated by Bro IDS.

To work along with Bro intrusion detection system (IDS), the system is implemented in a
multi-processing manner. Since CPython's multi-threading is not working as expected -- cannot
perform parallel processing -- we implemented BroAPT system with full support of multi-
processing to accelerate the main processing logic. Synchronised queues are used to communicate
and coordinate processes within the system: in BroAPT-Core extraction framework, we used a
queue to send basic information about the extracted files to BroAPT-App detection framework,
and another queue to proceed Python hooks with the generated log files.

Currently, we have introduced several site functions and Python hooks to BroAPT system.
There are six bunches of Bro scripts. Constant definitions for common application layer protocols,
such as HTTP and FTP, these constants are fetched from IANA registry. Extend standard Bro log
http.log with new entry of COOKIE information and data in POST request. Calculate hash
values of all files transmitted through network traffic. And two Bro modules to perform phishing
emails based on cross-analysis of SMTP and HTTP traffic. The two Python hooks currently
included are: one, to parse http. 1og then extract information of HTTP connections and
generate a new log file; two, to cross-analyse files.log and conn. log then generate a new
log file for information of extracted files.

As for BroAPT-App detection framework, we genetically designed the client-server remote
detection framework based on the support of BroAPT-Daemon server. Briefly, the BroAPT-App
detection framework will take the extracted files as input source. The system will perform file
check to extract information from it. This information includes path to the file, MIME type and
unique identifier (UID) of such file, etc. Then the system will parse an API configuration file to
obtain a mapping of MIME type specific malicious file detection APIs. Based on the MIME type
we had from the file, the system will perform APT detection with the selected API. When
detection, the system will firstly prepare the working environment according to the API
configuration: it will assign environment variables, change working directory, accordingly, expand
variables defined in scripts then execute installations scripts. Afterwards, the system will execute
detection scripts, then report generation script to generate detection results for the target file. If a
remote detection is required, the system will prepare the request data, then post it to the BroAPT-
Daemon server running on the host machine. The BroAPT-Daemon server will process the
detection ibid.

Speaking of installation, we introduced several attributes to manage and avoid resource
competition. We used a shared memory space to indicate whether such API has been proceeded
with installation. This indicator will avoid reinstallation of APIs. It is shared with all MIME type
specific APIs that sharing the same detection process, not just processes using the same API.
Additionally, we have a synchronised process lock to prevent parallel installation for the same
APIs. However, considering the APIs might fail due to network connection issue, we will try to
rerun the script if it fails.

We have by far introduced; six different APIs targeted for dozens of MIME types. We used
VirusTotal as the basic general detection method for BroAPT, which will detect any MIME types
that have no registered API; VirusTotal aggregates many antivirus products and online scan
engines to check for ciruses that the user's own antivuris may have missed, or to verfy against any
false positives. We used AndroPyTool to detect APK files (MIME type:
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application/vnd.android.package-archive); AndroPyTool is a tool for extracting
statis and dynamic features from Android APKs, which combines different well-known Android
application analysis tools such as DroidBox, FlowDroid, Strace, AndroGuard or VirusTotal
analysis. We used MaliciousMacroBot to detect Office documents (MIME type:
application/vnd.openxmlformats-officedocument, or
application/msword, application/vnd.ms-excel, application/vnd.ms-
powerpoint, etc.); MaliciousMacroBot provides a powerfule malicious file triage tool through
clever feature engineering and applied machine learning techniques like Random Forest and TF-
IDF. We used ELF Parser to detect Linux ELF binaries (MIME type: application/x-
executable); ELF Parser is a static ELF analysis tool to quickly determine the capabilities of
an ELF binary through static analysis. We used LMD to detect other common Linux exploitable
files (MIME type: application/octet-stream, text/html, text/x-c, text/x-
perl, text/x-php, etc.); LMD is a malware scanner for Linux systems based on threat data
from network edge intrusion detection systems to extract malware that is actively being used in
attacks and generates signatures for detection. And we used JaSt to detect JavaScript files (MIME
type: application/javascript or text/javascript); JaStis a tool to syntactically
detect malicious (obfuscated) JavaScript files based on machine learning and clustering
algorithms.

As described above, BroAPT is an APT detection system based on Bro IDS with high
extensibility and compatibility with high-speed traffic. We tested BroAPT system with real-time
traffic collected from the network edge of a college. The system will extract all targeted files from
an approximately 35G PCAP file within one minute. And the Bro site functions introduced within
BroAPT-Core extraction framework has no significant impact on performance of the system,
whilst the Python hook functions will smoothly work along and generate new log files as it
intended to. Also, the detection APIs we used in BroAPT-App detection system has proved that
they are working perfectly with reasonable false-positive rates. In a word, the BroAPT system is
working as expected in the real network environment.

However, besides the implementation above, we have tried several other implementations
during the project. We used pure Python scripts based on PyPCAPKit (a multi-engine PCAP file
analysis tool) with support of DPKT to reassemble and extract files transmitted through the traffic,
but the process efficiency was not quite good. Not to mention hybrid implementation with Bro
scripts logging TCP traffic data and Python or C/C++ programs to reassembly then extract the
traffic, and the miserable pure Bro implementation of TCP reassembly. At last, File Analysis
framework of Bro IDS proved its worthiness to the BroAPT system. And thus we adopted the
current implementation.

Although our research on APT detection is quite preceding, the BroAPT system utilised Bro
IDS and works as an APT detection system which is compatible with high-speed network traffic.
The system has been proved in practical scenarios and is the basis of follow-up researches on APT

detection.



